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RN

NginxIgetihiA

NginxIZgetihiR
HTTPERLTHEE :

SIRERSSUY |, RS IUFARBERIERS]

RERIEINETCER) | ERNREIIENSE |

FastCGI , fEjERAVGEIIEINSE |

BEHRIRIERS, 12828 Egzipping, byte ranges, chunked responses, LA SSI-filter
88rh | EE— proxy Bi#E FastCGl NENMNFERFHELE ;

SSL #0 TLS SNI 32FF ;

IMAP/POP3 {XIBRSSTHAE :

{ERSNE HTTP INIERRSS esEE M Z) IMAP/POP3 [5if ;

{ERSMNE HTTP INIERRS =ANIEB P e EEEEREINERY SMTP Gif ;
NIERE

POP3: POP3 USER/PASS, APOP, AUTH LOGIN PLAIN CRAM-MD5;
IMAP: IMAP LOGIN;

SMTP: AUTH LOGIN PLAIN CRAM-MDS5;

SSL 374 ;

£ IMAP #1 POP3 #&z{ F#Y STARTTLS #1 STLS 3z#% ;

STRFHIRER S

FreeBSD 3.x, 4.x, 5.x, 6.x i386; FreeBSD 5.x, 6.x amd64;
Linux 2.2, 2.4, 2.6 i386; Linux 2.6 amd64;

Solaris 8 i386; Solaris 9 1386 and sun4u; Solaris 10 i386;
MacOS X (10.4) PPC;

ST :

— N EHIENSNTIEHE. TIFHERRSER , BEAFERISHRINEIIETT |

o TESSIHIE

kqueue (FreeBSD 4.1+), epoll (Linux 2.6+), rt signals (Linux 2.2.19+), /dev/poll (Solaris 7

11/99+), select, LA poll 37¥F ;

kqueueSTIFHIREINEEEIE EV_CLEAR, EV_DISABLE ( IGRIZEEIEES/E ) , NOTE_LOWAT, EV_EOF,

RIIEER B W2
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BEEREE | RN

e sendfile (FreeBSD 3.1+), sendfile (Linux 2.2+), sendfile64 (Linux 2.4.21+), #1 sendfilev (Solaris 8
7/01+) X28F;

o IINITE (FreeBSD 4.1+) LAK TCP_DEFER_ACCEPT (Linux 2.4+) ¥F ;

e 10,000 IESETNAY HTTP keep-alive IEZNEE 2.5M W%,

o E/IMYRIEUEE IURME ;

HttHTTPIHEE

o ETFIP FIBFRAVEIAENIRS ;

e Memcached A9 GET [ ;

o 7 keep-alive FIEEIER: ;

o REEHNEE ;

o EIENESRMAMTIEPNIIEHE ;
o TOIEHINNAIEE , BEBEAERF , URRENHEERS ;
o Axx-5xx FEHRAESEEM ;

o HETF PCRE Ry rewrite EG#51R ;

o HFZEF g IP #butfFN HTTP EARIANERYGEEE ;
e PUT, DELETE, #1 MKCOL A% ;

o IHFFLV (Flash #i3i) ;

o THEabRE ;
SCIOASHE

e NiERREY perl
e BiJ aio_read() / aio_write() FIEREFTIERISCIOER | {N7E FreeBSD T,
o XYLLFERISLIGMSIHF , FreeBSD 4.x RYSCERETF rfork()

Nginx FEREELAE http://sysoev.ru/en/

TIENHEERSH Aleksandar Lazic 8% =i .
ST AEENginX

FHABEENginX
Nginx E2—1NatEeeRY Web flkBIEIRS 2, CEBBERZSIEENEASLE:

YEJ3 Web [R5588 : 1BEE Apache , Nginx (FRE/DHIEIR | XIFEZSHHAERE , AIESI0HE |, X
=fE Nginx THZZEM TR HEEAINON, 8885035 m=A 50,000 NFAIEZEEINMAL , BaEf Nginx
FEATERET epoll and kqueue YEAFFAHEEL.

RIIEER B W2 22


http://sysoev.ru/en/
http://nginx.net/
http://www.kancloud.cn

Nginx A E 3
{ERTREITEIRSSES - Nginx BERJLATENERE 745 Rails #1 PHP , tBeJLASZIHES HTTPARIERRSSEE X
HMNE1TIRSS. Nginx B C RE, MEeEREFZRRITHIARE CPU ERRERERLY Perlbal E4Fp9%2,

{ESBEHACERARSS =5 Nginx BRHER— P IFEMFBRIEMHIERS S ( REFAX N RIBENZ—1
EERMERIEIRSSES ) | Last.fm AT IhH ESSEIERER.

Nginx ZEAFRRIEER , BB FEEE (RaEsFperlifix) , BugsIFEDRIIRSSSS: Nginx [55)
IR % , FAEJLVFRILUSEI7* 24RE0Nz1T , BTN BEAFEENEH. (REEBE A akik
SHIBIR A TR BRI,

NginxZ&is

NginxZ3E

nginXATLAFIS AMBIADREEE , AXENBEREDmMILE , EEAmISREE.
ESUFHART | ARG g+ + FRRREZ SMBEIRAEET , XESMRE AT,
ububtuPEFIEBREATLIEFATIES

apt-get install build-essential
apt-get install libtool

centosF AYRIEREEFMTIES
Ziemake :
yum -y install gcc automake autoconf libtool make
T+ +:
yum install gcc gcc-c++
THEHIERFR
—RRFA JERRE ST pcre, zlib , FIBATESrewrite , [FE /7T 9zip/E4E.
1LidEREER

HJURMEIER , A30%EEARZ/ usr/local/src

cd /usr/local/src

RIIEER B W2 -3
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2.LZ%PCRERE

ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/ TE&FAY PCRE JRI3E , (FHATEHHGS T
HImIFMZ% PCRE & ¢

cd /usr/local/src

wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/pcre-8.34.tar.gz
tar -zxvf pcre-8.34.tar.gz

cd pcre-8.34

.Jconfigure

make

make install

3. &%zlibEe
http://zlib.net/zlib-1.2.8.tar.gz TEEFHY zlib IBRBE , FRATESS FTEMmIFMNLE zIibg :

cd /usr/local/src

wget http://zlib.net/zlib-1.2.8.tar.gz
tar -zxvf zlib-1.2.8.tar.gz

cd zlib-1.2.8

.Jconfigure

make

make install

4. Z&sss| ( FrbvpsBRiAiREsssl)

cd /usr/local/src
wget http://www.openssl.org/source/openssl-1.0.1c.tar.gz
tar -zxvf openssl-1.0.1c.tar.gz

5.&%nginx

Nginx —REERNRA , £ EFRRERFIFFAN , ] LIRIEEH BRSNS ES— ,
HEE Nginx Z%£2! /usr/local/nginx BR TNENFHALSE :

RIIEER B W2 4
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cd /usr/local/src

wget http://nginx.org/download/nginx-1.4.2.tar.gz
tar -zxvf nginx-1.4.2.tar.gz

cd nginx-1.4.2

.Jconfigure --sbin-path=/usr/local/nginx/nginx \
--conf-path=/usr/local/nginx/nginx.conf \
--pid-path=/usr/local/nginx/nginx.pid \
--with-http_ssl_module \
--with-pcre=/usr/local/src/pcre-8.34 \
--with-zlib=/usr/local/src/zlib-1.2.8 \
--with-openssl=/usr/local/src/openssl-1.0.1c

make
make install

--with-pcre=/usr/src/pcre-8.34 1ga9 2 pcre-8.34 AYRIBIEZR,
--with-zlib=/usr/src/zlib-1.2.7 $§892zlib-1.2.7 BURIBEEIZ,

LHRINIE /usr/local/nginx BRI

fastcgi.conf koi-win nginx.conf.default
fastcgi.conf.default logs scgi_params
fastcgi_params mime.types scgi_params.default
fastcgi_params.default mime.types.default uwsgi_params
html nginx uwsgi_params.default
koi-utf nginx.conf win-utf

6./35

HREFH 80 imIKHEMFER G | 1517/usr/local/nginx/nginx <G50 Nginx
netstat -ano|grep 80

NREARFEREHT , BERNZRRIEE (ubuntu FMsudo/Es , RARBEERIRIEIT )
sudo /usr/local/nginx/nginx

FIFRXEES AR EEaY IP |, aNSRNILEESHHIN Welcome to nginx! TIZRaR Nginx BE&ERE=FHIEITRIN.

sl ]
* s e H 5
D Db i Oy 4 CF0 Li Formee 8 Irsger & Infreriorr ([ b lnmay o Tufime o Frpre 3 Toohy: 8 Vies S 0

Weloome to nginx!

FXEnginxiiZiTehl 7, IIRARARLEFHFShtmIgi AR ELET

NSRRFEELEphpIARNE | BFEBEZSphp-fpm,

RIIEER B W2 - 5-
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THEZZEHE

B - ArREERIRERA—EHEER

1.1%%Fpcretaiz

libtool: compile: unrecognized option -DHAVE_CONFIG_H'
libtool: compile: Try ‘libtool --help' for more information.
make[1]: *** [pcrecpp.lo] Error 1

make[1]: Leaving directory “/usr/local/src/pcre-8.34"

make: *** [all] Error 2

file: unrecognized apticn “-DHAVE CONFIG H'

RRTNE « 29+ + 55 T Effrconfigure

apt-get install g++

apt-get install build-essential
make clean

.Jconfigure

make

1.2 makeHsE

make: *** No rule to make target ‘build’, needed by "default’. Stop.
.Jconfigure: error: SSL modules require the OpenSSL library.

You can either do not enable the modules, or install the OpenSSL library
into the system, or build the OpenSSL library statically from the source
with nginx by using --with-openssl=

AL B Ho e
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option.

RRREAS LR TR
ubuntu™™

apt-get install openssl
apt-get install libssl-dev

centos

yum -y install openssl openssl-devel

2.nginx4miFiZEIn

make2ARmEN . ©EMMakefileFiEBIES | AEHIE.

RIIEER B W2
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make install2F%k%500 , etbMMakefileiZBUES | ZREHEENE.

configureds < ZRAREMMANZELENEIMHIN. SEXTERNZNAE , SEnginxBI# 781FE
FRSEENIER S |, W ESRIIHREREBCCHGCC , HAREREECCEHKGCC , BE M shellfz | #
17455REY , E=tlE— 1 MakefileX{4, nginxBJconfigurefpSIFLATESE -

= Pret path EX—1BR , FIRSE LAY | EHEnginkiZE=xBR. FIAERA
/usr/local/nginx,

--sbin-path= path iEEnginxAYeJHITSERIERTR , BRIAA *prefix* /sbin/nginx’.

--conf-path= pathigEfEnginx.confEESHRIEEIR. nginx I ERAARINECES G0 |, BT
i ITHRY-aEI. BAA *prefix* /conf/nginx.conf.

--pid-path= pathiZ&nginx.pidX{4 , EEFENETHENHES., TG |, TTLABERIEERRI
%2 , fEnginx.confECENX4ER PIDIES. BUABIRT , XFE 73 *prefix* /logs/nginx.pid'.
--error-log-path= pathiREFEHR , EF , FSWUFRIBTR. LRG| ATLABERTBEERIS 4
&, fEnginx.confBt &4 {EF RYerror_logig<. BUABR T , SX4E /9 *prefix*
/logs/error.log'.

--http-log-path= path iREFFEKANHTTPIRS S AEIHHIETR, La=5ohkia . ATLARERTEERRY
XHE |, fEnginx.confER B4R (#F Aaccess_logigs, BRUABER T , U4 A9 *prefix*

/logs/access.log'.
--user

= name ZEnginx T{EHEAR. <5k , I LABERT B AIRFRENginx.confECE 14
i {EFRY usertg<$. ENARIAF&Z&nobody,
--group= name ZREnginX T{EAENAFAE. TETHE , AL EXNRIZFRENginx.conficE
R SEFERY userfg <. ERARIAIREANAR.

--with-select_module™ --without-select_module BRHEZRAEE— MEREDIFIRSS28(EHselect
--with-poll_module™--without-poll_module j5HEZAIE—MERFEAITFIRS 2 ERpoll()75
5. ZEHIEBMET , NRFEEFRIFkqueue |, epoll , rtsigak/dev/poll,
--without-http_gzip_module — FAmEELERIHTTPIRSESHUNINARLR, RFFEITIHIEREE
zlibjZE,

--without-http_rewrite_module FmEFEGIER, mFHEITIHIRREEPCREZESF,

--without-http_proxy_module — A &miEhttp_proxyt=iR,

--with-http_ssl_module — f§E8httpsti¥iER, EVABR T , ZIERKBWIAE. BT
1EHRAIOpenSSLERER,

--with-pcre= path— 8 EPCREFERIEBEER., PCREFEAVEAS ( hiids4.4 - 8.30 ) EEMPCREMuY
THFHEE. HRINUITIERENginxgY./ configurefimakek5ehk. IENIZFAFERE7Elocationtg <
ngx_http_rewrite_module #&Re,

--with-pcre-jit —®1FPCREE S “just-in-time compilation” ( 1.1.12¢, pcrejitfg< ) .

--with-zlib= path —gERzIIbEERVFERSERE. ZETEM zlib (MRA1.1.3 - 1.2.5) B9FH#RE. BHR

RIIEER B W2 -9-
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BITYEENginxfY./ configurefImakeFefl. ngx_http_gzip_modulet@EREE(FEAzIib ,

e --with-cc-opt= parameters — & EXIMISEEHRINZICFLAGSTE., FIa0, ZH{R1EFreeBSD L
{EFAPCREFERTEZE(FHH: --with-cc-opt="-1 /usr/local/include, WIFEEFZEILIN
select()SZHIISIIHELE : --with-cc-opt="-D FD_SETSIZE=2048".

e --with-ld-opt= parameters —ZEMIINAISEL , BRBFEpEEEAE. Hla0 , Z1EFreeBSDTEMIZ
RESHIPCREEE, RFETE: --with-ld-opt="-L /usr/local/lib".

HASLH(FEATRTEESEST  ITHASERER—T)

.Jconfigure
--sbin-path=/usr/local/nginx/nginx
--conf-path=/usr/local/nginx/nginx.conf
--pid-path=/usr/local/nginx/nginx.pid
--with-http_ssl_module
--with-pcre=../pcre-4.4
--with-zlib=../zlib-1.1.3

=1TF0EHINginx

=1 7H0FEHINginX

NQINXARL1TE2Y

NMEIFZEMIRMAFRS , Nginx (NB/L M 1T88 , e BEREXKEE
-¢ 79 Nginx {§E—"ECEXF | SRINERER.

t RNizfT , MNUREES Y. nginx BB ENHRNEZRIIERYE | AT HAREX GRS IR
BRI,

-v 27K~ nginx BIRRA.
-V 7R nginx BUMRA |, JRiEEshRAFIBCES L.
nginizHlES

AILAERESEFkicHEHE. BUA , nginx EHEEHER pid EAZ /usr/local/nginx/nginx.pid X
feh, BIIEIESEES /configure M pid 1§, SREERZ IS,

FHEAT LM ELI TR ES -

TERM, INT | HuExid
QuIT MNAEXA

RIIEER B W2 - 10 -
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BHEE
HUP B EFIaFa TIEHZ
MBEXFI B T/EHFE

USR1 EFFIFFEESE
USR2 BRI HITIERS.
WINCH MNBEXATIEHE

BIFTpECRMFELIEHE  BR  eliitsds—E8ES

TERM, INT | HhiEEXE

QuIT P ST

USR1 B IARE
nginx [3&. ElE. BEEHS
nginx/5s))

sudo /usr/local/nginx/nginx (nginx ZHHISXHEXT IR , ATLURIEE S &R IRESLFRATE)
nginXM\SELERRS | FBIEKREREXIAIRS

ps -ef [grep nginx

kill -QUIT nginxEiHiES

nginx tRIEMSIEAES , SMZIKANginxiHE

ps -ef [grep nginx

kill -TERM nginx=Ei#i2S

MR LS AER , JLAEFHELE

kill -9 nginx=EiHES

ARG LA FEEHES | ERERmSHITEME

Hrh/usr/local/nginx/nginx.pid Janginx.confhpiddisSiRBHISEL , ARERNginxEHIESHIS 4
kill -{55358(HUP|TERM|QUIT) cat /usr/local/nginx/nginx.pid
Bign

kill -QUIT “cat /usr/local/nginx/nginx.pid’

nginX&E/Sip <

nginxEE A LA S LFR2EEY
AXHfER B 1
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1Ry | SRR | (EUrECESS | ERHIE.
kill -QUIT cat /usr/local/nginx/nginx.pid
sudo /usr/local/nginx/nginx
2EFINBEEN S , FEEHE | ARFLELMIEFK
3. FBEHnginx il | ARELEEIBEK
= > 5 =]
(ERESINEFTIIERE
Nginx 35/ MES | BEEBiafThII=HEERF. EP&EEE 15 |, ARPILETRIHE |
# <strong>ps aux | egrep '(PID|nginx)'</strong>
USER PID %CPU %MEM VSZ RSSTTY  STAT START TIME COMMAND
root 2213 0.0 0.0 6784 20367 Ss 03:01 0:00 nginx: master process /usr/sbin/nginx -c /etc/

nginx/nginx.conf
# <strong>kill -15 2213</strong>

Al | 2
MEREBIEEEBHE ngink BB (FER , ®EHE , BEXUE—TEREXHE)

#<strong> nginx -t -c /etc/nginx/nginx.conf</strong>
2006/09/16 13:07:10 [info] 15686#0: the configuration file /etc/nginx/nginx.conf syntax is ok
2006/09/16 13:07:10 [info] 15686#0: the configuration file /etc/nginx/nginx.conf was tested successful

ly

#<strong> ps aux | egrep '(PID|nginx)'</strong>

USER PID %CPU %MEM VSZ RSSTTY  STAT START TIME COMMAND

root 2213 0.0 0.0 6784 20367 Ss 03:01 0:00 nginx: master process /usr/sbin/nginx -c /etc/
nginx/nginx.conf

<strong># kill -HUP 2213</strong>

Al | 2
2 nginx EIEI HUP (55 , ea=ASEERENY (NRIsEiESUY | FiERIEER , BNIERER

AR ), BRIOASE |, N FEECE S (BIa0 - EFFF I A BE XS ESRITINER =) . Zf5 . nginx iz
TR LIEAEAFNSXAEN I EHR. B L E#EX IR ERF BRSNS RNERENE iR

IRS. MTBEFimIIRSTMARE | IBRVITIEHAER KA. WNRFFEIEESHNARM , nginx E4r4e(FEA
|BEYECEHITIAE.

EIBFHREIHT A D

{RATLAEARUTERSAIBIR T - FRISKBASESK | fERHRY nginx ATHUTIZFEIRIBRY ( SFHERHETHR
AEGHIN/MIBRARSS BAEERAT )

Bt , ERFRYETHRITIERSHRIEN ( RFHEtFED ) | A5 &% USR2 (kill -USR2 pid){5S4&=Ei#
8. FHEBEBRER pid 34 .oldbin (Ekan : /usr/local/nginx/logs/nginx.pid.oldbin) , 7Af51,
ITHRYETHTIER | MORECHFTRIEHFERFIA TR

RIIEER B W2 -12 -
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PID PPID USER %CPU VSZ WCHAN COMMAND

33126 1lroot 0.0 1164 pause nginx: master process /usr/local/nginx/sbin/nginx
33134 33126 nobody 0.0 1368 kqgread nginx: worker process (nginx)

33135 33126 nobody 0.0 1380 kqgread nginx: worker process (nginx)

33136 33126 nobody 0.0 1368 kqread nginx: worker process (nginx)

36264 33126 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx
36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

36267 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

fEIXRY , B nginx SEHISERIET , —RGEBARNER. BEFLEFIEIRRISEA , (ResvkiX WINCH
SSHEIENERRE , RfE , BN TIEHEIISTENE XA :

PID PPID USER %CPU VSZ WCHAN COMMAND
33126 1lroot 0.0 1164 pause nginx: master process /usr/local/nginx/sbin/nginx
33135 33126 nobody 0.0 1380 kqgread nginx: worker process is shutting down (nginx)
36264 33126 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx
36265 36264 nobody 0.0 1364 kqgread nginx: worker process (nginx)
36266 36264 nobody 0.0 1364 kqgread nginx: worker process (nginx)
36267 36264 nobody 0.0 1364 kqgread nginx: worker process (nginx)

—EAYiE)E | IBRYL{EHEAE T T EEEAERERYE | B{NEFHH TR ARIEKT

PID PPID USER %CPU VSZ WCHAN COMMAND
33126 1lroot 0.0 1164 pause nginx: master process /usr/local/nginx/sbin/nginx
36264 33126 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx
36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36267 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

XS, EAERRSSREERRACRTHERS , fikl , BT ERLE | (M LWREIBRIIRS S

e &RiX HUP (E545IANEHIE - SREAEREEXHRIBR NEsIEr TIFHE
o &% QUIT [SS4RIEHE | ERENSXAETIFHE

o &RiX TERM (SS4HHIEHIE , BEHIBH

o MRFNFEELFREFRITIFHERERY  BEAE KILL 55

MEHSRLSS | IBREHERHEBE .oldbin BI% , IKEAER pid X, XiF , —TIHERREEIF
RZEIT .

INERZHFTRAT |, THREARREFIIIRS AT |, &iX QUIT (E54IBRVEHIZEREIRH TR EE THHY
IRSS =817

RIIEER B W2 -13 -
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PID PPID USER %CPU VSZ WCHAN COMMAND
36264 1lroot 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx
36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36267 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

B S==

mM | JkFH

B, "8k, *1m” REFTSEIHE

BHEfFS485
ms | Zf
S b
m | o
h INEE
d H
w | &
M | —A, 30X
y &, 365 X

Bign, "1h 30m", "1y 6M". {3k "L/\Bt 309", "1EZ61H"

/L4 Nginx

{144 Nginx
Ngnix{#FhashZ= ki BEiERATVIIENIE,
= BRI EBhash AT AR E TGS 8 (hash bucket size) , PERSHIRIGRE

RIIEER B W2 14 -
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Nginx FXEH X
SECERT , NginxghashFRiERR A8/ NIRRT,

BEfhashzkiBid &% (hash max size)BIRKNA EFFHITIERE. }WFAZEhashFREPBIESKIESIX LS
. a0 , IRFERSBEZFhash®RE/IES server_names_hash_max_size 1
server_names_hash_bucket_size Ffz#If9, £%fhash bucket size R 2% FhashFRA/) , HBEE—
EAMERREFANMIEE. RV TERFPRIFEUREE | FEMERSFIIEEKhashZ= BB 5]
Be. fN&hash bucket sizeEF—ERAMEREEFIA/N | BBATEEENIHE , IMNER FMERFFE
WAORE92, FREHEF BRI , ETRREFHBEITPERRE. Bt , IERNginxiEHTE
K hash max size g} hash bucket sizefUtE7~ , SFABERNEIE KEI—PNSERIR/N.

SR
NGinGZIAI T ANBIERS % (VOSRSE ) , SETSARTLUE use SEOHER,

o select - TRERGE. WRIBFEREEBINGZE , CRMENENARNGE. (RAILEREESE
--with-select_module #0 --without-select_ module XEHEZEAIXMER,

e poll - TREGE. MRIAMFERBEBINGZE  ERmFNEVANGE. (RAILUEREESE
--with-poll_module #1 --without-poll_module ¥SHEEZRIXMER,

e kqueue - X975 % | (F£FTF FreeBSD 4.1+, OpenBSD 2.9+, NetBSD 2.0 1 MacOS X. {&EFExX4b
HE2EIMacOS X&FifFEIkqueuemTRESIE R NZER IR,

e epoll - BIGE | FEATFLInuxAIZ2. 6IRAR LGRS, ERLRITIRAH , ISuSE 8.2, Bik
2 ARRARIAZ FFepol IV T,

o rtsig - ATHYTAISCRNES | FRFLinuxWiZiRA2.2.19LIENRESR. FABER FENRFRH AL
AF10244POSIXERTHEBAES . IXFMERX FERERIRS KR EEAY ; LA v ERSET
WiZS%4 /proc/sys/kernel/rtsig-max SRIGAIPAFIAIAR/N. BTRMLINUXPIIZARAR2.6.6-mm2FHE |,
ENSHHABERT AR TFEMNAEE—MRZESAGI  XABAFIRIA/NET AR
RLIMIT_SIGPENDING S#§id77, SiXMAFIETFIRE , nginx@iiFEHEFREER poll ZiE%k
WIEEEEEIREIEE.

e /dev/poll - E39755% , EFTF Solaris 7 11/99+, HP/UX 11.22+ (eventport), IRIX 6.5.15+ ]
Tru64 UNIX 5.1A+.

e eventport - EHY7FE , BT Solaris 10. ATRHLEHIINZEERRYER , BYVERE X1~ <2
T

5%
HashZR/RIa32H

FWRE(FAQ)

EIaR(FAQ)
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o [#notwork REREATE (URLES, IE KR ..)]

o [#other BIRBHETERAIWebiRFSER]

e [#chroot XtFchrootlyXIHFREEITRIZH7?]

o [#usecase TE(tAlER FMERNginxEUERsquidELF?]

o [#imapexample Bi&B AgEE H— 1 TER.confBLE X ARFMAIFE— N EAE SN IMAP
B, MARZEXTF IMAP RS HiE?]

e [#smtpexample JEALENginxBALApostiixAGiHAISMTP{LIE?]

e [#loadbalancing NginxfSERTABIARELINGEHIIE? CresCE THERERIREIIENE?)

e [#proxy_buffering FEEXIAMNRIEIRSS 2R imiRS e NEF IS e E (A _ L EHERIE?]

HUEE A AT {E (URLES, IF, B ..)

90 : WIURLES (rewrite) A~ L{E T & & RunixfIiR(/$SPATH) NI = =. ..

TBFHIFIE [NginxDebugging] 78 &1 E&HEIREE.

WNRMRZHESER Fesah iR 5 RIIRCELHpM47FREIRIA— FM/RRZIRY )8R,

BIREHEHERELBIWebiRS =S

e Cherokee

e Lighttpd (Lighty)

e thttpd

X T BB EAEEE SEWOERS g )
XJFchrootlsZiF 2B EIT X ZH7?

5 ARG ?

T ABR MEANginxEUERsquidERNF? RZTFA,

KR ERingink EER TR ANLEREMAREsquidBBEH B IEIRSS 8. NginxBIRANBET
BREIER TRFEMCPURYEIERE. FAIASIsquidBELE{REREEnginkEEIFAIMERE,

E21ENginxp A LApostfix A EIHRAISMTP{LIE?

BAKHER ?

Nginx{ER+ A ELSLIGEIYE? BRELME T EERRIRE
PEIg?

ERINGInXEFIE RIS ES | FrTE AR AR RS, X NIRRT RIIR AR
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> FEERA NI IRSS 252l e im ik SS s RF 1D E & (A LIEHE
F4?

BT A% AW FENIDE

o HBEN TR LIGHEMRANENEFD
o (ERANgINGEAZBELSRF B LIGHE

FIB8I/LE (2007-Apr-26) XikBT1ERDERiRIRSS sRHVER.
&z, nginx
&z, nginx

NginxB9—" FRFEFHE H2(REEFEA debug_connection I5$RiEIH FLb &,

XMEERERIRMER --with-debug fRiERINGINXT B,
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[#daemon daemon]

[#debug_points debug_points]

[#error_log error_log]

[#include include]

[#lock_file lock_file]

[#master_process master_process]

[#pid pid]

[#ssl_engine ssl_engine]
[#timer_resolution timer_resolution]
[#user user group]

[#worker_cpu_affinity worker_cpu_affinity]
[#worker_priority worker_priority]
[#worker_processes worker_processes]
[#worker_rlimit_core worker_rlimit_core]
[#worker_rlimit_nofile worker_rlimit_nofile]
[#worker_rlimit_sigpending worker_rlimit_sigpending]
[#working_directory working_directory]

daemon

iBik:daemon on [ off

HRE{E:on

daemon off;
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Do not use the "daemon" and "master_process" directives in a production mode, these options
are mainly used for development only. You can use daemon off safely in production mode with
runit / daemontools however you can't do a graceful upgrade. master_process off should never
be used in production.

AP INEHRAEFHR " daemon"f1"master_process"{§< , IXEEIX AT H A,
debug_points

&k debug_points [stop [ abort]

& none

debug_points stop;

There are some assertion points inside nginx that allow to stop nginx to attach the debugger, or
to abort and to create the core file.

MiZzERTE  EEHERRERRZ RN,

error_log

&k error_log file [ debug [ info | notice [ warn [ error [ crit ]
&R ${prefix}/logs/error.log

Nginx i#0 --with-debug 4wiFS%4 , (REBEREERIATEE:

error_log LOGFILE [ debug_core | debug_alloc | debug_mutex | debug_event
]: | debug_http | debug_imap;

include
Bk include file | *
&\ none

{RATLAEERt 5 (ERincludets SSEMECEX HRIBE | ST apachedriincludefsi , AT EEE
fHd,

include IBESIAIFHE TNTHEE—HNEZBEEEAZE | HIIEE— 1 BERTELL" .conf"ERERISA:
include vhosts/*.conf;
EREREZEconfigurefRiESEL--prefix= <2 >1BSHEM , NRITEIEE . NginxEUAZHIRIE
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f£/usr/local/nginx,

BEx:lock file file

R&(E: compile-time option
lock_file /var/log/lock_file;

nginx uses accept mutex to serialize accept() syscalls. If nginx is built by gcc, Intel C++, or SunPro
C++ compilers on 1386, amd64, sparc64, and ppc64, then nginx uses the atomic instructions to

implement the mutex. In other cases the lock file would be used.

master_process
iBi%:master_process on [ off

HREHE: on
master_process off;

Do not use the "daemon" and "master_process" directives in a production mode, these options

are mainly used for development only.

A FINEHRAEFF " daemon"f1"master_process"{§< , XEEIYNAFH AT,
pid
&k pid file
THREE: compile-time option Example:
pid /var/log/nginx.pid;
HIRidEAE Sz, BILAEA kill -HUP  cat /var/log/nginx.pid\ SINginxi#{TECE X4 EHTINEL.
ssl_engine
iBi%:ssl_engine engine

TR&(E: system dependent

Here you can set your preferred openssl engine if any available. You can figure out which one do

you have with the commandline tool:

Zis<C AT aEopenssEMBAISIZ. (RAILIEE FEAYS SRR S B RIS IFHopenssI5|EE
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openssl engine -t

fhgn:

$ openssl engine -t

(cryptodev) BSD cryptodev engine

: [ available ]

(dynamic) Dynamic engine loading support
: [ unavailable ]

timer_resolution
BiX:timer _resolution t
TR&E: none

Example:
timer_resolution 100ms;

The directive allows to decrease number gettimeofday() syscalls. By default gettimeofday() is
called after each return from kevent(), epoll, /dev/poll, select(), poll().

But if you need an exact time in logs when logging $upstream_response_time, or $msec
variables, then you should use timer_resolution .

user

1Bk user user [group]

BR&(&E: nobody nobody

fEENginx Workeri#AIZIZITHF , BiAZnobodyiks,

fogn:

user Www users;

worker_cpu_affinity

&k worker_cpu_affinity coumask [cpumask...]
TR&E1H: none

Linux only.

With this option you can bind the worker process to a CPU, it calls sched_setaffinity().
RIEER B W2
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SGERATFlinux , ERZEIE LAGEWorken#F2F0CPU.

For example,

worker_proceses  4;
worker_cpu_affinity 0001 0010 0100 1000;

Bind each worker process to one CPU only.

D RlEEE N workerAFEGBE—NCPU.

worker_proceses  2;
worker_cpu_affinity 0101 1010;

Bind the first worker to CPUQ/CPU2, bind the second worker to CPU1/CPU3. This is suitable for
HTT.

BCPUO/CPU24BELSSE—workerHig , 1§ CPUL/CPUSSRELLFE _workerifiz,

worker_priority
i&i&:worker_priority [-] number
HRE{E:on

With this option you can give to all worker processes the priority (nice) you need/wish, it calls
setpriority().

{EAZIEIR LIS FTE Rworkeridt g o ECiLEE.
worker_processes

&k worker _processes number

RE(E: I

e.g.

worker_processes 5;

nginx has the ability to use more than one worker process for several reasons:
nginxAJLAERZ M'workeri#iz |, [REIT :

1. to use SMP
2. to decrease latency when workers blockend on disk I/O
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3. to limit number of connections per process when select()/poll() is used

The worker_processes and worker_connections from the event sections allows you to calculate

maxclients value: k

max_clients = worker_processes * worker_connections

worker _rlimit_core

BiX-worker rlimit_core size

RE(E: '

Maximum size of core file per worker;

worker_rlimit_nofile

8% worker rlimit_nofile limit BR&(E: '

Specifies the value for maximum file descriptors that can be opened by this process.

=

worker_rlimit_sigpending
i&i&:worker_rlimit_sigpending limitiR&1a: '

(Since Linux 2.6.8) Specifies the limit on the number of signals that may be queued for the real
user ID of the calling process.

working_directory
1Bi%: working_directory path tR&1{8: --prefix

This is the working directory for the workers. It's used for core files only. nginx uses absolute
paths only, all relative paths in configuration files are relative to --prefix==PATH

NginxSEHHF=EIR

NginxS{HER

accept_mutex
Syntax:accept mutex [ on | off ]

Default:on
ANHEER B W& -23 -
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nginx EREREE FEiH1TINFVaccept() R AT

accept_mutex_delay
Syntax:accept mutex_delay Nms;
Default: 500ms

MR—NHIEEERM , SREREDSKATE., BOABRT , RZE500ms ,

debug_connection

Syntax:debug_connection [ip | CIDR]

Default:none

Since 0.3.54 this option support CIDR address format

This option gives you the ability to write debug log only for the clients of this IP/NET.
Several different directives are possible.

Example:

error_log /var/log/nginx/errors;
events {
debug_connection 192.168.1.1;

devpoll_changes
devpoll_events
kqueue_events

epoll_events
Syntax: devpoll_changes
Default:

These directives specify how many events may be passed to/from kernel, using appropriate
method.

The default devpoll values are 32, the rest are 512.

RIIEER B W2
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multi_accept

Syntax: multi_accept [ on [ off ]
Default: off

multi_accept tries to accept() as many connections as possible after nginx gets notification

about a new connection.

rtsig_signo
Syntax:rtsig_signo
Default:

nginx uses two signals when the rtsig method is used. The directive specified the first signal
number. The second is plus 1.

By default rtsig_signo is SIGRTMIN+10 (40).
rtsig_overflow_events
rtsig_overflow_test

rtsig_overflow_threshold

Syntax:rtsig_overflow *
Default:

These directives specifies how to handle rtsig queue overflows. When overflow occurred nginx
flushes rtsig queue, then it handles events switching between poll() and rtsig. poll() handles
consecutively all unhandled events, while rtsig periodicaly drains queue to prevent a new
overflow. When overflow is handled completely, nginx switches to rtsig method again.

The rtsig_overflow_events specifies the number of events to be passed via poll(). The default is
16.

The rtsig_overflow_test specifies after which number of events handled by poll() nginx will drains
rtsig queue. The default is 32.

The rtsig_overflow_threshold works in Linux 2.4.x only. Before to drain rtsig queue nginx looks in
a kernel how the queue is filled up

The default is 1/10. "rtsig_overflow_threshold 3" means 1/3.

use
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Syntax:use [ kqueue [ rtsig [ epoll | /dev/poll | select | poll | eventport ]

Default:

NERTE ./configure FIFHRIBE T ALE—FSEHER | BRATLUREES— , LUESFnginxERE S
488, BIABR Rnginx&7E /configure Bl HHRIES RFHISE(HHEEY,

{RATLATE X2 AU RANFEHERLISANMATE /configure RHEGE

worker_connections

Syntax: worker_connections number
Default:

@idworker_connectionsflworker_procesesalLAit+ & Hmaxclients :
max_clients = worker_processes * worker_connections
EARAEIE |, max _clients) :
max_clients = worker_processes * worker_connections/4

Since a browser opens 2 connections by default to a server and nginx uses the fds (file
descriptors) from the same pool to connect to the upstream backend

References
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alias

syntax:alias file-path/directory-path,
default:no

context:/ocation

This directive assigns a path to be used for the indicated location. Note that it may look similar
to the root directive, but the document root doesn't change, just the file system path used for
the request.

For example:

location /i/ {
alias /spool/w3/images/;

}

The request "/i/top.gif" will return the file "/spool/w3/images/top.gif".
It is possible to use variables in the replacement path.

The alias directive cannot be used inside a regex-specified location . If you need to do this you

must use a combination of rewrite and root.
client_body_in_file_only
syntax:client_body _in_file_only onjoff
default:off

context: http, server, location
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The directive enables to store a client request body in a file.

Please note that the file at the request completion will not be removed if the directive is enabled.

This directive can be used for debugging and for the $r->request_body file method in the
Embedded Perl module.

client_body_in_single_buffer
syntax:client_body in_single_buffer
default:off

context: http, server, location

The directive(0.7.58+) specifies whether to keep the whole body in a single client request buffer.
The directive is recommended when using the variable $request_body to reduce the operations
of copying.

client_body_buffer_size

syntax:client body buffer size the size

default:8k/16k

context: http, server, location

The directive specifies the client request body buffer size.

If the request body is more than the buffer, then the entire request body or some part is written
in a temporary file.

The default size is equal to two pages size, depending on platform it is either 8K or 16K.

client_body_temp_path

syntax:client body temp_path dir-path [ levell [ level2 [ level3 ]
default:client_body _temp

context: http, server, location

The directive assigns the directory for storing the temporary files in it with the body of the
request.

In the dir-path a hierarchy of subdirectories up to three levels are possible.

For example
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client_body_temp_path /spool/nginx/client_temp 1 2;
The directory structure will be like this:

/spool/nginx/client_temp/7/45/00000123457

client_body_timeout

syntax:client_body_timeout time

default:60

context: http, server, location

Directive sets the read timeout for the request body from client.

The timeout is set only if a body is not get in one readstep. If after this time the client send
nothing, nginx returns error "Request time out" (408).

client_header_buffer_size

syntax:client_header_buffer size size

default: 1k

context: http, server

Directive sets the headerbuffer size for the request header from client.

For the overwhelming majority of requests it is completely sufficient a buffer size of 1K.

However if a big cookie is in the request-header or the request has come from a wap-client the
header can not be placed in 1K, therefore, the request-header or a line of request-header is not
located completely in this buffer nginx allocate a bigger buffer, the size of the bigger buffer can
be set with the instruction large_client_header_buffers.

client_header_timeout

syntax:client_header_timeout time

default:60

context: http, server

Directive assigns timeout with reading of the title of the request of client.

The timeout is set only if a header is not get in one readstep. If after this time the client send
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nothing, nginx returns error "Request time out" (408).

client_max_body_size
syntax:client max_body size size
default:client max body size Im

context: http, server, location

Directive assigns the maximum accepted body size of client request, indicated by the line

Content-Length in the header of request.

If size is greater the given one, then the client gets the error "Request Entity Too Large" (413).

It is necessary to keep in mind that the browsers do not know how to correctly show this error.

default_type
syntax:default_type MIME-type
default:default type text/plain

context: http, server, location

Assigns the default MIME-type to be used for files where the standard MIME map doesn't specify

anything.
See also types

Example:

location = /proxy.pac {

default_type application/x-ns-proxy-autoconfig;

}

location = /wpad.dat {

rewrite . /proxy.pac;

default_type application/x-ns-proxy-autoconfig;

}

directio
syntax:directio [size[off]
default:directio off

context: http, server, location

RIIEER B W2

-30 -


http://www.kancloud.cn

Nginx X E5 3
The directive enables use of flags O_DIRECT (FreeBSD, Linux), F_NOCACHE (Mac OS X) or

directio() function (Solaris) for reading files with size greater than specified. This directive disables
use of sendfile for this request. This directive may be useful for big files:

directio 4m;

error_page

syntax:error_page code [ code... ] [ = | =answer-code ] uri | @named_location
default:no

context: http, server, location, if in location

The directive specifies the URI, which will be showed for the errors indicated.

Example:

error_page 404 /404.html;

error_page 502 503 504 /50x.html;
error_page 403 http://example.com/forbidden.html;
error_page 404 = @fetch;

Furthermore, it is possible to change the code of answer to another, for example:
error_page 404 =200 /.empty.gif;

If an erroneous answer is processed by the proxied or FastCGI server and this server can return
the different answer codes, for example, 200, 302, 401 or 404, then it is possible to hide the code

returned:
error_page 404 = /404.php;
If you wish to return the error code as-is, OMIT the = from the error_page directive:

error_page 404 /404.php;

if modified _since
syntax:/f modified_since [offlexact/before]

default:/f modified since exact
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context: http, server, location

The directive (0.7.24) defines how to compare time of file modification and time in request
header "If-Modified-Since":

e off — don't check "If-Modified-Since" request header (0.7.34);

e exact — exact match;

e before — file modification time should be less than time in "If-Modified-Since" request
header.

index

syntax:/ndex file [file...]
default:/ndex index.htm/
context: http, server, location

Directive determines the file(s) which will be used as the index. It's possible to use variables in the
name of file. The presence of the files is checked in the order of their enumeration. A file with an
absolute path can be put at the end. Example using a variable:

index index.$geo.html index.0.html /index.html;

If you want to automatically generate an index from a directory listing, useautoindex on.

internal

syntax:/internal

default:no

context: /ocation

internal indicates that the matching location can be used only for so called "internal” requests.
For external requests it will return the error "Not found" (404).

Internal requests are the following:

e requests redirected by the instruction error_page
e subrequests created by the command include virtual of the "ngx_http_ssi_module” module
e requests changed by the instruction rewrite of the "ngx_http_rewrite_module” module

An example to prevent clients fetching error pages directly:
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error_page 404 /404.html;
location /404.html {

internal;

Nginx 0.7.x introduces a new syntax for internal locations: @Iocation

Example:

location / {

}

root /var/www/html;
error_page 404 @40x;

location @40x {

}

root /var/www/errors/40x.html;

keepalive_timeout

syntax:keepalive_timeout [ time |

default:keepalive_timeout 75

context: http, server, location

The first parameter assigns the timeout for keep-alive connections with the client. The server will

close connections after this time.

The optional second parameter assigns the time value in the header Keep-Alive: timeout=time

of the response. This header can convince some browsers to close the connection, so that the

server does not have to. Without this parameter, nginx does not send a Keep-Alive header

(though this is not what makes a connection "keep-alive").

The parameters can differ from each other.

Notes on how browsers handle the Keep-Alive header:

MSIE and Opera ignore the "Keep-Alive: timeout= " header.

MSIE keeps the connection alive for about 60-65 seconds, then sends a TCP RST.
Opera keeps the connection alive for a long time.

Mozilla keeps the connection alive for N plus about 1-10 seconds.

Konqueror keeps the connection alive for about N seconds.
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keepalive_requests

syntax:keepalive_requests n

default:keepalive_requests 100

context: http, server, location

Number of requests which can be made over a keep-alive connection.
large_client_header_buffers
syntax:/arge_client_header_buffers number size
default:/arge_client_header buffers 4 4k/8k

context: http, server

Directive assigns the maximum number and size of buffers for large headers to read from client
request.

The request line can not be bigger than the size of one buffer, if the client send a bigger header
nginx returns error "Request URI too large" (414).

The longest header line of request also must be not more than the size of one buffer, otherwise
the client get the error "Bad request” (400).

Buffers are separated only as needed.

By default the size of one buffer is equal to the size of page, depending on platform this either 4K
or 8K, if at the end of working request connection converts to state keep-alive, then these buffers
are freed.

limit_except

syntax:/imit_except methods {...}

default:no

context:/ocation

Directive limits HTTP-methods, accessible inside location.

For the limitation can be used the directives of modules ngx_http_access_module and
ngx_http_auth_basic_module:

RIIEER B W2 34 -


http://www.kancloud.cn

Nginx A E 3

limit_except GET {
allow 192.168.1.0/32;
deny all;

limit_rate

syntax:/imit_rate speed

default:no

context: http, server, location, if in location

Directive assigns the speed of transmission of the answer to client. Speed is assigned in the bytes
per second. Limitation works only for one connection, i.e., if client opens 2 connections, then
total velocity will be 2 times higher then the limit set.

If it is necessary to limit speed for the part of the clients at the serverlevel, based on some kind
of condition - then this directive does not apply. Instead you should specify the limit by
assigning the value to the $limit_rate variable, as shown below:

server {
if ($slow) {
set $limit_rate 4k;
}

limit_rate_after
syntax:/imit_rate_after time
default:/imit_rate after Im

context: http, server, location, if in location

The directive limits speed only after the first part was sent.

limit_rate_after 1m;
limit_rate 100k;

listen

syntax:/isten address:port [ default [ backlog=num [ rcvbuf=size | sndbuf=size |
accept filter=filter [ deferred | bind | ssl ] ]
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default:/isten 80

context:server

The /isten directive specifies the address and port accepted by the enclosing server {...} block. It is
possible to specify only an address, only a port, or a server name as the address.

listen 127.0.0.1:8000;

listen 127.0.0.1;
listen 8000;

listen *:8000;

listen localhost:8000;

IPv6 address(0.7.36) are set in square brackets:

listen [::]:8000;
listen [fe80::1];

When Linux (in contrast to FreeBSD) binds IPv6 [:], it will also bind the corresponding IPv4
address. If other non IPv6 server definitions already used this, the bind will fail. By using explicit
addresses instead of [::] this will not be a problem. It is also possible to specify that this listen
directive is only to bind the IPv6 address with use of the "default ipv6éonly=on" option. Note that
this only affect this listen directive, the same server {...} block may very well listen to IPv4 as well,
specified by other listen directives.

listen [2a02:750:5::123]:80;
listen [::]:80 default ipv6only=on;

If only address is given, the default port is 80.

If the directive has the default parameter, then the enclosing server {...} block will be the default
server for the address:port pair. This is useful for name-based virtual hosting where you wish to
specify the default server block for hostnames that do not match any [#server_name
server_name] directives. If there are no directives with the default parameter, then the default
server will be the first server block in which the address:port pair appears.

The listen directive accepts several parameters, specific to the system calls listen(2) and
bind(2) . These parameters must follow the default parameter.

backlog=num -- is assigned parameter backlog in call listen(2) . By default backlog equals -1.
rcvbuf=size -- assigned to the parameter SO_RCVBUF for the listening socket.

sndbuf=size -- assigned to the parameter SO_SNDBUF for the listening socket.
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accept_filter=filter -- is assigned name accept-filter.

. It works only to FreeBSD, it is possible to use two filters -- dataready and httpready . On the
signal -HUP accept-filter it is possible to change only in the quite last versions FreeBSD: 6.0, 5.4-
STABLE and 4.11-STABLE.

deferred -- indicates to use that postponed accept(2) on Linux with

. the aid of option TCP_DEFER_ACCEPT .
bind -- indicates that it is necessary to make bind(2) separately

. for this pair of address:port. The fact is that if are described several directives listen with the
identical port, but by different addresses and one of the directives listen listens to on all
addresses for this port (*:port), then nginx will make bind(2) only to *:port. It is necessary to
consider that in this case for determining the address, on which the connections arrive, is done
the system call getsockname(). But if are used parameters backlog, rcvbuf, sndbuf, accept_filter
or deferred, then it is always done separately for this pair of address:port bind(2).

ssl -- parameter (0.7.14) not related to listen(2) and bind(2) syscalls

. but instead specifies that connections accepted on this port should work in SSL mode. This
allows to specify compact configurations for servers working with both HTTP and HTTPS. For

example:

listen 80;
listen 443 default ssl;

Example of the use of the parameters:

listen 127.0.0.1 default accept_filter=dataready backlog=1024;

location

syntax:/ocation [=]~[~|"~] /uri/ { ... }*
default:no

context:server

This directive allows different configurations depending on the URL. It can be configured using
both literal strings and regular expressions. To use regular expressions, you must use the a prefix:

1. ~* for case insensitive matching
2. ~ for case sensitive matching

To determine which /ocation directive matches a particular query, the literal strings are checked
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first. Literal strings match the beginning portion of the query and are case-sensitive - the most

specific match will be used (see below on how nginx determines this). Afterwards, regular
expressions are checked in the order defined in the configuration file. The first regular expression
to match the query will stop the search. If no regular expression matches are found, the result
from the literal string search is used.

There are two ways to modify this behavior. The first is to use the prefix "=", which matches an
exact query only. If the query matches, then searching stops and the request is handled
immediately. For example, if the request "/" occurs frequently, then using "location = /" will
expedite the processing of this request.

The second is to use the prefix A~ . This prefix is used with a literal string and tells nginx to not
check regular expressions if the path provided is a match. For instance, "location A~ /images/"
would halt searching if the query begins with /images/ - all regular expression directives would
not be checked.

To summarize, the order in which directives are checked is as follows:

1. Directives with the = prefix that match the query exactly. If found, searching stops.

2. All remaining directives with conventional strings. If this match used the ~~ prefix,
searching stops.

3. Regular expressions, in the order they are defined in the configuration file.

4. If #3 yielded a match, that result is used. Otherwise, the match from #2 is used.

It is important to know that nginx does the comparison against decoded URIs. For example, if
you wish to match "/images/%20/test", then you must use "/images/ /test" to determine the

location.

Example:
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location =/{

# matches the query / only.
[ configuration A ]

}

location /{
# matches any query, since all queries begin with /, but regular
# expressions and any longer conventional blocks will be

# matched first.
[ configuration B ]

}

location A~ /images/ {
# matches any query beginning with /images/ and halts searching,
# so regular expressions will not be checked.

[ configuration C ]

}

location ~* \.(gif|jpg|jpeg)$ {
# matches any request ending in gif, jpg, or jpeg. However, all
# requests to the /images/ directory will be handled by

# Configuration C.
[ configuration D ]

}

Example requests:

e /-> configuration A

e /documents/document.html -> configuration B
e /images/1l.gif -> configuration C

e /documents/1l.jpg -> configuration D

Note that you could define these 4 configurations in any order and the results would remain the
same. While nested locations are allowed by the configuration file parser, their use is discouraged
and may produce unexpected results.

How nginx Determines Which Path Matches

Most users will not need to know how nginx internally determines which path to use - know that
it will choose the "most specific" match for your URI in a speedy and efficient manner. For those

that are curious, however, read on.

All path strings are sorted alphabetically. nginx then proceeds to search down the list looking for
matches until the request URI has a "higher" value then the current string in the sorted list. This is
determined using the family of strcmp() functions - once strcmp() returns 1, then searching
stops. Once searching stops, the last string which matched is used.
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For example, lets say we have the following paths:

/

/a
/apple
/banana

Now, lets say the server gets the path "/az". nginx would begin search down this list. First, "/"
would match, but "/ is less than "/az" so searching continues. "/a" also matches, but "/a" is still
less than "/az" so we continue again. "/apple" does not match. The next string, "/banana”, is
greater than "/az" so searching stops and the last match, "/a", would be used.

Named Locations

Later versions of Nginx (>0.7.x) have Named Locations. These are location blocks that start with
an @ symbol, and are treated similar to internal locations except that they preserve the original
URI on internal redirects for error_page or try_files directives.

location / {

try_files @joomla index.html;

}

location @joomla {
rewrite A(.*)$ /index.php?q=%$1 last;

log_not_found
syntax:/og_not _found [on/off]
default:/og_not found on
context: http, server, location

The directive enables or disables messages in error_log about files not found on disk.

log_subrequest
syntax:/og_subrequest [on/off]
default:/og_subrequest off
context: http, server, location

The directive enables or disables messages in access_log about sub-requests such as rewrite rules

and/or SSI requests.
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msie_padding

syntax:msie_padding [on[off]
default:msie_padding on
context: http, server, location

This directive enables or disables the the msie_padding feature for MSIE browsers. When this is
enabled, nginx will pad the size of the response body to a minimum of 512 bytes, for responses
with a status code above or equal to 400.

The padding prevents the activation of "friendly” HTTP error pages in MSIE, so as to not hide the

more-informative error pages from the server.

Note that Chromium/Chrome have "friendly” HTTP error pages as well, but this feature will not
send them the padding.

msie_refresh
syntax:msie_refresh [on/off]
default:msie_refresh off
context: http, server, location

This directive allows or forbids issuing a refresh instead of doing a redirect for MSIE.

open_file_cache

syntax:open_file_cache max = N [inactive = time] | off
default:open_file_cache off

context: http, server, location

The directive sets the cache activity on. These information can be stored:

e Open file descriptors, information with their size and modification time;

e Information about the existence of directories;

e Error information when searches for a file - no file, do not have rights to read, etc. See also
open_file_cache_errors

Options directive:

e max - specifies the maximum number of entries in the cache. When the cache overflows, the
longest-used items(LRU) will be removed;
e inactive - specifies the time when the cached item is removed, if it has not been downloaded
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during that time, the default is 60 seconds;

e off - prohibits the cache activity.

Example:

open_file_cache max=1000 inactive=20s;
open_file_cache_valid 30s;
open_file_cache_min_uses 2;
open_file_cache_errors on;

open_file_cache_errors
syntax:open_file_cache_errors on [ off
default:open_file_cache_errors off
context: http, server, location

The directive specifies to cache errors or not when searching a file.

open_file_cache_min_uses
syntax:open_file_cache_min_uses number
default:open_file_cache min_uses 1
context: http, server, location

The directive defines the minimum use number of a file within the time specified in the directive
parameter inactive in open_file_cache. ?If use more than the number, the file descriptor will

remain open in the cache.

open_file_cache_valid
syntax:open_file_cache_valid time
default:open_file_cache_valid 60
context: http, server, location

The directive specifies the time when need to check the validity of the information about the item
in open_file_cache.

optimize_server_names
syntax:optimize_server names [ onfoff ]

default:optimize_server names on
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context: http, server

Directive activates or deactivates optimization of host name checks for name-based virtual

servers.

In particular, the check influences the name of the host used in redirects. If optimization is on,
and all name-based servers listening on one address:port pair have identical configuration, then

names are not checked during request execution and redirects use first server name.
If redirect must use host name passed by the client, then the optimization must be turned off.

Note: this directive is deprecated in nginx 0.7.x, use server_name_in_redirect instead.

port_in_redirect

syntax:port_in_redirect [ onfoff ]

default:port in_redirect on

context: http, server, location

Directive allows or prevents port indication in redirects handled by nginx.

If port_in_redirect is on, then Nginx will not add the port in the url when the request is
redirected.

recu rsive_e rror_pages
syntax:recursive_error_pages [on/off]
default:recursive_error pages off
context: http, server, location

recursive_error_pages enables or disables following a chain of error_page directives.

resolver

syntax:resolver address
default:no

context: http, server, location

TODO: Description

resolver_timeout

syntax:resolver_timeout time
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default: 30

context: http, server, location

Resolver timeout in seconds.

root

syntax:root path

default:root htm/

context: http, server, location, if in location

root specifies the document root for the requests. For example, with this configuration

location /i/ {
root /spool/w3;

}

A request for "/i/top.gif" will return the file "/spool/w3/i/top.gif". You can use variables in the
argument.

note: Keep in mind that the root will still append the directory to the request so that a request for
"/i/top.gif" will not look in "/spool/w3/top.gif" like might happen in an Apache-like alias
configuration where the location match itself is dropped. Use the alias directive to achieve the
Apache-like functionality.

satisfy_any

syntax:satisfy_any [ onfoff ]

default:satisfy_any off

context:/ocation

Directive solves access with at least one successful checking, executed by modules

NginxHttpAccessModule orNginxHttpAuthBasicModule:

location /{

satisfy_any on;

allow 192.168.1.0/32;

deny all;

auth_basic "closed site";
auth_basic_user_file conf/htpasswd;
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send_timeout

syntax:send_timeout the time
default:send timeout 60
context: http, server, location

Directive assigns response timeout to client. Timeout is established not on entire transfer of
answer, but only between two operations of reading, if after this time client will take nothing,
then nginx is shutting down the connection.

sendfile

syntax:sendfile [ on/off ]
default:sendfile off

context: http, server, location

Directive activate or deactivate the usage of sendfile() .

server

syntax:server {...}

default:no

context: http

Directive assigns configuration for the virtual server.

There is no separation of IP and name-based (the Host header of the request) servers.

Instead, the directive listen is used to describe all addresses and ports on which incoming

connections can occur, and in directive server_name indicate all names of the server.

server_name
syntax:server_name name [... |
default:server name hostname
context:server

This directive performs two actions:

e Compares the Host header of the incoming HTTP request against the server { ... } blocks in
the Nginx configuration files and selects the first one that matches. This is how virtual servers
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are defined. Server names are processed in the following order:

full, static names
names with a wildcard at the start of the name — *.example.com

names with a wildcard at the end of the name — www.example.

> w R

names with regular expressions

If there is no match, a [#server server { ... }] block in the configuration file will be used based on
the following order:

1. the server block with a matching listen directive marked as default
2. the first server block with a matching listen directive (or implicit listen 80; )

e Sets the server name that will be used in HTTP redirects if server_name_in_redirect is set.

Example:

server {

server_name example.com www.example.com;

}

The first name becomes the basic name of server. By default the name of the machine
(hostname) is used.

It is possible to use "*" for replacing the first or the last part of the name:

server {
server_name example.com *.example.com www.example.*;

}
Two of the above given names can be combined into one:

server {
server_name .example.com;

}

It is also possible to use regular expressions in server names, prepending the name with a tilde

~" like so:

server {
server_name www.example.com ~Awww\d+\.example\.com§$;

}
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The basic name of server is used in an HTTP redirects, if no Host header was in client request ot

nwn

that header does not match any assigned server_name. You can also use just " " to force Nginx to

use the Host header in the HTTP redirect (note that "" cannot be used as the first name, but you

can use a dummy name such as "_" instead):

server {
server_name example.com *;

}
server {
server_name _*;

}

Note that this has changed in 0.6.x and is now:

server {
server_name _;

}

Since nginx 0.7.12, an empty server name is supported, to catch the requests without "Host"

header:

server {
server_name "";

}

server_name _in_redirect
syntax:server_name_in_redirect onfoff
default:server name_in_redirect on
context: http, server, location

If server_name_in_redirect is on, then Nginx will use the first value of the server_name directive

for redirects. If server_name_in_redirect is off, then nginx will use the requested Host header.

server_names_hash_max_ size
syntax:server_names_hash_max_size number
default:server names _hash_max size 512

context: http
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The maximum size of the server name hash tables. For more detail see the description of tuning
the hash tables in Nginx Optimizations.

server_names_hash_bucket size
syntax:server_names_hash_bucket_size number
default:server names_hash_bucket size 32/64/128
context: http

Directive assigns the size of basket in the hash-tables of the names of servers. This value by
default depends on the size of the line of processor cache. For more detail see the description of
tuning the hash tables in Nginx Optimizations.

server_tokens
syntax:server_tokens onjoff
default:server tokens on
context: http, server, location

Whether to send the Nginx version number in error pages and Server header.

tcp_nodelay
syntax:tco_nodelay [on/off]
default:tcp_nodelay on
context: http, server, location

This directive allows or forbids the use of the socket option TCP_NODELAY . Only included in

keep-alive connections.

You can read more about the TCP_NODELAY socket option here.

tcp_nopush
syntax:tco_nopush [onfoff]
default:tco_nopush off
context: http, server, location

This directive permits or forbids the use of the socket options TCP_NOPUSH on FreeBSD or
TCP_CORK on Linux. This option is only available when using sendfile .
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Setting this option causes nginx to attempt to send it's HTTP response headers in one packet on

Linux and FreeBSD 4.xReadMoreAboutTcpNopush
try_files

syntax:try files filel [fileZ ... filen] fallback
default:none

context:/ocation

This directive tells Nginx to test for each file's existence, and use the first found file as the URL. If
none of the files are found, then the location fallback is called ("fallback” can be any name).
fallback is a required parameter. It can be a named location or any guaranteed URL

Example:

location / {

try_files index.html index.htm @fallback;
}

location @fallback {

root /var/www/error;
index index.html;

}

types
syntax:types {...}
context: http, server, location

Directive assigns the correspondence of expansion and MIME-types of answers. To one MIME-
type can correspond several expansions. By default it is used these correspondences:

types {

text/html html;
image/gif gif;
image/jpeg jpg;
}

The sufficiently complete table of mappings is included and is located in the file
conf/mime.types .

So that for that determined location's for all answers would reveal MIME- type
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application/octet-strea
m , it is possible to use the following:

location /download/ {
types {}

default_type application/octet-stream;

}

=
TE

The core module supports built-in variables, whose names correspond with the names of
variables in Apache.

First of all, there are the variables, which represent the lines of the title of the client request, for
example, $http_user_agent, $http_cookie, and so forth.

Furthermore, there are other variables:

$arg_PARAMETER

This variable contains the value of the GET request variable PARAMETER if present in the query
string

$args

This variable is equal to arguments in the line of request;

$binary_remote_addr

The address of the client in binary form;

$body_bytes_sent

(undocumented)

$content_length

This variable is equal to line Content-Length in the header of request;

$content_type

This variable is equal to line Content-Type in the header of request;

$cookie COOKIE

The value of the cookie COOKIE
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$document_root

This variable is equal to the value of directive root for the current request;

$document_uri

The same as $uri.

$host

This variable is equal to line Host in the header of request or name of the server processing the
request if the Host header is not available.

$http_HEADER

The value of the HTTP header HEADER when converted to lowercase and with ‘dashes' converted
to 'underscores’, e.g. $http_user_agent, $http_referer...,

$is_args
Evaluates to "?" if $args is set, "" otherwise.
$limit_rate

This variable allows limiting the connection rate.

$query_string

The same as $args.

$remote_addr

The address of the client.

$remote_port

The port of the client;

$remote_user

This variable is equal to the name of user, authenticated by the Auth Basic Module;

$request_filename

This variable is equal to path to the file for the current request, formed from directives root or
alias and URI request;
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$request_body

This variable(0.7.58+) contains the body of the request. The significance of this variable appears
in locations with directives proxy_pass or fastcgi_pass.

$request_body_file

Client request body temporary filename;

$request_completion

(undocumented)

$request_method

This variable is equal to the method of request, usually GET or POST .
$request_uri

This variable is equal to the complete initial URI together with the arguments;

$scheme

The HTTP scheme (i.e. http, https). Evaluated only on demand, for example:

rewrite A(.+)$ $scheme://example.com$1l redirect;

$server_addr

Equal to the server address. As a rule, for obtaining the value of this variable is done one system
call. In order to avoid system call, it is necessary to indicate addresses in directives listen and to
use parameter bind .

$server name

The name of the server.

$server_port

This variable is equal to the port of the server, to which the request arrived;

$server_protocol

This variable is equal to the protocol of request, usually this HTTP/1.0 or HTTP/1.1.

Suri
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This variable is equal to current URI in the request, it can differ from initial, for example by
internal redirects, or with the use of index it is file with internal redirects.

References

Original Documentation

HttpIndexfEiR

4
HttpIndext&=iR
X MERIEH— MBI RS ARSI R 190 E Finl P Z [BRY/S imAR 55 28 G far SHET,
=R
upstream backend {
server backendl.example.com weight=5;
server backend2.example.com:8080;

server unix:/tmp/backend3;

}

server {
location / {
proxy_pass http://backend;
}
}

BEES

ip_hash
syntax: ip_hash
default: none
context: upstream

This directive causes requests to be distributed between upstreams based on the IP-address of
the client. The key for the hash is the class-C network address of the client. This method
guarantees that the client request will always be transferred to the same server. But if this server
is considered inoperative, then the request of this client will be transferred to another server. This
gives a high probability clients will always connect to the same server.

el
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upstream backend {

ip_hash;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;
server backend4.example.com;

server
syntax: server name [parameters]
default: none

context: upstream

HttpAccesstRiR

HttpAccesst&EiR
HRSIR M T —ME S E T A ES.
ngx_http_access_module 2R {FEE R 8EXIFEIPE Fimidt Tl MNIEEIRRRE— X ILECRYIRF

=22

location / {

:deny 192.168.1.1;
sallow 192.168.1.0/24;
;allow 10.1.1.0/16;
:deny all;

}

E_EERIHIF AR FeiFRER 10.1.1.0/16 #0 192.168.1.0/245% 192.168.1.124MIipifIal.
SHITIRZ NI, &3FFF ngx_http_geo_module &R
B
o [#54T H4T]
o [#ZEIF ZE)F]
BT
syntax:allow [ address | CIDR [ all ]
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default:no

context: http, server, location, limit_except

B W 1y N k| R SE A= E=30] 1)

=l

syntax:deny [ address | CIDR [ all ]
default:no

context: http, server, location, limit_except

LA BRI iR a151a)

References

Original Documentation

HttpAuthBasict=EiR

ZERATLUERERRPAFIEEET HTTP ERANES &P RIS REEB o A,

HttpAuthBasicf&EiR
SCHIRCE

location / {

: auth_basic "Restricted";

: auth_basic_user_file conf/htpasswd;

}

j:b/\\

= evd

e [#auth_basic auth_basic]

e [#auth_basic_user_file auth_basic_user file]

auth_basic
&% : auth_basic [ text/off ]
BRME : auth_basic off

{ERBIE : http, server, location, limit except
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ZIESEESHT HTTP EXRIALE BN Z2F0EM8, SEISEE T AL, B "off" sJUAEEEERE
L EIESRIR R,

auth_basic_user file

8% : auth_basic_user file the file

EOME : no

{ERBIE : http, server, location, limit except
IZIE S A IESUHISE htpasswd 34,

MBI AT TERRE

P& %S
FBRP&2:Z1025+
FBF#3:%183

IR /EFEREL crypt(3) I0EE. {RETLAERIEE Apache Y htpasswd TEREZEZAEI .

{RBAJLAER perl BIEZREI4 pw.pl BIRZE :

#l/usr/bin/perl
use strict;

my $pw=$ARGVI[0] ;
print crypt($pw,$pw)."\n";

RIERIT

chmod +x pw.pl
./pw.pl password
papAg5PwY/QQM

papAg5PwY/QQM HiZpassword BJcrypt()ZHS

2%
RASTRS

HttpAutoindext=EiR

HttpAutoindext&iR
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ISR AT BER B RYIE.

ngx_http_autoindex_module R#E ngx_http_index_modulet&ikHRZ3 |S7{4T & HiEK.

[=exy]

location / {
: autoindex on;

)
BES

e [#autoindex autoindex]
e [#autoindex_exact_size autoindex_exact_size]

e [#autoindex_localtime autoindex_localtime]

autoindex
syntax:autoindex [ onfoff ]
default:autoindex off
context: http, server, location

pAETE Sk S ENE]

autoindex_exact_size
syntax:autoindex_exact size [ onfoff ]
default:autoindex exact size on

context: http, server, location

IRTEZRS RS4RI ER(Z(B, KB, MB B GB)

autoindex_localtime
syntax:autoindex_localtime [ onfoff ]
default:autoindex localtime off

context: http, server, location

FHEMA A ISR B AT EIROTIAS, BUANX (GMTESiE)
2%

RIIEER B W2


http://www.kancloud.cn

Nginx A E 3

Original Documentation

Browserfzik

Browsertaik
mE

This module creates variables, the values of which depend on the request header "User-agent™:

MERIZEETIERL (header)$Hy "User-agent":

$modern_browser - is equal to the value, assigned by directive modern_browser_value, if
browser is identified as an modern browser;

$ancient_browser - HZFEELEmodern_browser_valuefSIbaEERT | XN EEHIATEAFTHREY
XEEE

$anC|ent_browser - is equal to the value, assigned by directive ancient_browser_value, if
browser is identified as an old browser;

$ancient_browser - 24ZFIEELSancient_browser_valueflUisILssenT , XN LSS IAEERAY
XEEE

$m5|e - is equal 1, if browser is identified as MSIE with any version;

$msie - HRLEEFAMSIERIHAIMRAR , XMEETL;

If you don't need this module add --without-http_browser_module parameter to the ./configure

call, at compile time.

WNBRAEBEXMELREY |, FERIFAIEHEINL --without-http_browser_module.

Example configuration FIANBCE

Selection of the index file:

PEREERS 34

modern_browser_value "modern.";

modern_browser msie 5.5;
modern_browser gecko 1.0.0;
modern_browser opera 9.0;
modern_browser safari 413;

modern_browser konqueror 3.0;
index index.${modern_browser}html index.html;
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Redirect for the old browsers:

ENXERIN s

modern_browser msie 5.0;
modern_browser gecko 0.9.1;
modern_browser opera 8.0;
modern_browser safari 413;
modern_browser konqueror 3.0;

modern_browser unlisted;
ancient_browser Links Lynx Netscape4;

if ($ancient_browser){

rewrite A /ancient.html;

}

= PN
=54

ancient_browser
syntax:ancient_browser line [ line... ]
default:no

context: http, server, location

Directive assigns the substrings, during presence of which in the line "User-agent”, browser are

considered as old.
Special line "netscape4" corresponds to regular expression "~Mozilla/[1-4] ".

ancient_browser_value

syntax:ancient _browser_value line

default:ancient browser value 1

context: http, server, location

Directive assigns value for the variables $ancient_browser.

EW $ancient_browserfJr£(H.

modern_browser

syntax:modern_browser browser versionfunlisted

default:no
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context: http, server, location

Directive assigns which version of the browser is to be considered as modern.
As browser you can assign the values msie, gecko (Mozilla-based browsers) opera, safari,

konqueror.

Of versions it is possible to assign in size X, X.X, X.X.X, or X.X.X.X. maximum values for each of
their sizes respectively - 4000, 4000.99, 4000.99.99, and 4000.99.99.99.

Special value "unlisted" indicates to consider modern browser, not described by the
modern_browser and ancient_browser directives.

Otherwise the neperechislennyy browser will be considered become obsolete.

If the headers do not contain "User-agent”, the browser is considered neperechislennym.

modern_browser value
syntax:modern_browser_value line

default: modern_browser value 1

context: http, server, location

Directive assigns value for the variables $modern_browser.

TENX $modern_browserfyZTE£1E.

References

Original Documentation new since 26.09.2006 version 0.4.3

Charsetfzil

Charsetifl"z

This module adds the text encoding to the "Content-Type indicated" response-header.

Furthermore, module can reencode data of one encoding into another. It is necessary to note
that the reencoding is accomplished only in one direction - from the server to the client, and only
one-byte encodings can be reencoded.

Example configuration:

charset windows-1251;
source_charset koi8-r;
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charset

syntax:charset encoding/off
default:charset off

context: http, server, location, if in location

The directive charset adds the line "Content-Type" into response-header with indicated
encoding. If this encoding is differed from that indicated in directive source_charset, then
reencoding is carried out. The parameter "off" deactivate the insertation of the line "Content-
Type" in the response-header.

charset_map

syntax:charset_map encodingl encoding?2 {...}
default:no

context: http, server, location

The directive charset_map describes the table of reencoding from one encoding into another. A
table for the inverse reencoding is created using the same data. The codes of symbols are
assigned in hexadecimal form. If no recorded symbols are in the range 80-FF they will be
substituted with '?".

Example usage:

charset_map koi8-r windows-1251 {
CO FE; # small yu
Cl EO; #small a

C2 E1;#smallb

C3 F6; # small ts
# ...

}

The complete table of conversion from koi8-r into Windows-1251 is distributed with nginx and is
located in file conf/koi-win.

override _charset
syntax:override_charset onjoff

default:override charset off
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context: http, server, location, if in location

This directive determines, to carry out reencoding for the response, obtained from the proxied
server or from FastCGI-server, if in the response-header a "Content-Type" header already is. If
reencoding is permitted, then as the initial encoding the encoding, indicated in the obtained

answetr, is used.

It is necessary to note that if the response was obtained in the subquery then, independent of
directive override_charset, is always carried out reencoding from encoding of the response into
encoding of basic demand.

source _charset
syntax:source_charset encoding
default:no

context: http, server, location, if in location

The directive source_charset assigns the initial encoding of response. If this encoding is differed
from that indicated in directive charset, then reencoding is carried out.

References

Original Documentation

HttpEmptyGiffEiR

HttpEmptyGift&EiR
REREREHETT—4 1x1 0B GIF ER , LRI RiEaoEH.

<l

location = /_.gif {
: empty_gif;
}

5%
o [#empty_gif empty_gif]
empty_gif >
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&% : empty gif

BOME : n/a
{ERIE /ocation
S0

JRIaSA

HttpFcgifRiR

HttpFcgif&ih
XMERBIFNginx S5FastCGl 235 H |, HBIHEBRSHEEEHIFastCGl 2T,

BCESLAI:

location / {

fastcgi_pass localhost:9000;

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING  $query_string;

fastcgi_param REQUEST_METHOD $request_method;

fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

EE

fastcgi_buffers
syntax: fastcgi_buffers the_number is_size;
default: fastcgi_buffers 8 4k/8k;

context: http, server, location

ZIESEIRBE MR EENA/N , FBTFEREM FastCGI Server EINEIBUEEE, BABRT , —NEHXHIA
IMBETF— AL, RIEFENAREIREH4K/8K

fastcgi_buffer_size

syntax: fastcgi_buffer_size the_size

RIIEER B W2 - 63 -


http://sysoev.ru/nginx/docs/http/ngx_http_empty_gif_module.html
http://www.kancloud.cn

Nginx X E5 3
default: fastcgi_buffer_size 4k/8k

context: http, server, location

This directive sets the buffersize, into which will be read the first part of the response, obtained
from the fastcgi server.

In this part of response the small response-header is located, as a rule.

By default, the buffersize is equal to the size of one buffer in directive fastcgi_buffers; however, it
is possible to set it to less.

fastcgi_cache

syntax: fastcgi_cache zone;

default: none

context: http, server, location

REEFEEZERFPHIRTR. —REEFTLAKBT AR,
fastcgi_cache_key

syntax: fastcgi_cache_key line ;

default: none

context: http, server, location

REEFHkey, 51

fastcgi_cache_key localhost: 9000 $ request_uri;

fastcgi_cache_methods

syntax: fastcgi_cache_methods [GET HEAD POST];
default: fastcgi_cache_methods GET HEAD;
context: main,http,location

GET/HEAD is syntax sugar, i.e. you can not disable GET/HEAD even if you set just

fastcgi_cache_methods POST;

fastcgi_cache_min_uses

RIIEER B W2 - 64 -


http://www.kancloud.cn

Nginx X E5 3
syntax: fastcgi_cache_min_uses n

default: fastcgi_cache_min_uses 1
context: http, server, location

TODO: Description.

fastcgi_cache_path

syntax: fastcgi_cache_path /path/to/cache [levels=m:n keys_zone=name:time inactive=time

clean_time=time]
default: none
context: http, server, location

TODO: Description.

fastcgi_cache_use_stale

syntax: fastcgi_cache_use_stale [updating|error|timeout|invalid_header|http_500]
default: fastcgi_cache_use_stale off;
context: http, server, location

TODO: Description.

fastcgi_cache_valid

syntax: fastcgi_cache_valid [http_error_code|time]
default: none
context: http, server, location

TODO: Description.

fastcgi_index
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syntax: fastcgi_index file
default: none
context: http, server, location

The name of the file which will be appended to the URI and stored in the variable $fastcgi_script_nam
e if URI concludes with a slash.

fastcgi_hide_header

syntax: fastcgi_hide_header name
context: http, server, location

ENABIR FNginx &M FastCGl HRELE R FimAIX "Status” F1"X-Accel-..." JHRL, XMES LN
IhalaYheaders

SNERFE"Status" #"X-Accel-.." HEL , FPFERERXMNMESILFastCCl iEH AIXHE LA Z P,

fastcgi_ignore_client_abort

syntax: fastcgi_ignore_client_abort on|off
default: fastcgi_ignore_client_abort off
context: http, server, location

XMES ARRERIAFRHYER,

fastcgi_intercept_errors

syntax: fastcgi_intercept_errors on|off

default: fastcgi_intercept_errors off

context: http, server, location

XMES ARIERBEIDEFimE R HISOGHRA |, AIFNginXE aiE BRI,

IR (RREELRRERN B RBAN. Igor ik . "NRRBEEFHRSEENE , Ngink A2E=8—1N%

BRETANER. Nginx RSi=8—2/\IEIR | idHEh—L.

fastcgi_param
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syntax: fastcgi_param parameter value
default: none
context: http, server, location
IZI5 SRS B EIB LG FastCGl-server,

EAREERFIER. TERECNAGKENSHE. MRAMEUHESE , CMEPRINERE | IRE
WIRETSH , HERIINEREXIRE , (NERATERE.

FEE—MIT I TFPHPSRH BB SE S -

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING  $query_string;

S#JSCRIPT_FILENAME 2PHP FRBEHITHANZ T , MESEQUERY_STRING EEHN—1NFSEL.
WNSRELMEPOST APAX ="M IS 2V ERY -

fastcgi_param REQUEST_METHOD $request_method;

fastcgi_param CONTENT_TYPE $content_type;

fastcgi_param CONTENT_LENGTH $content_length;

ANERPHP TE4RiFAT{FFE T --enable-force-cgi-redirecti®Ili , IRESEIREDIRECT_STATUS HIESI2005;2 4%
T .

fastcgi_param REDIRECT_STATUS 200;

Geofsth

Geot=ER
W

This module creates variables, whose values depend on the IP-address of the client.

Example configuration:

geo $geo {

default 0;
127.0.0.1/32 2;
192.168.1.0/24 1;
10.1.0.0/16 1,
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geo

syntax:geo [$ip_variable] $variable { ... }

default: none

context: http

The directive describes the dependency of the value of a variable on the IP-address of a client. By

default, the IP-address used for the lookup is $remote_addr, but since version 0.7.27 it is possible

to specify which variable should be used.

geo $arg_remote_addr $geo {

}

Addresses are assigned in the form CIDR. Furthermore, there are four special parameters:

Example of the description:

delete — deletes the specified network (0.7.23).

default - the value of variable, if the client address does not correspond to any assigned
address. It is possible so to write instead of default 0.0.0.0/0.

include - text file with addresses and values information. Several files can be inluded like this.
proxy - specifies the address of proxy server (0.8.7+). NEED MORE DESCRIPTION...

ranges — specifies that the addresses specified are in the form of ranges (0.7.23). This directive
must be the first.

geo $country {

default no;

include conf/geo.conf;
127.0.0.0/24  us;
127.0.0.1/32 ry;
10.1.0.0/16  ru;
192.168.1.0/24 uk;

In the file conf/geo.conf:

10.2.0.0/16 ru;
192.168.2.0/24 ru;

The value will be the the one with maximum agreement. For example, the IP address 127.0.0.1
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will get the value "ru”, but not "us".

Example with ranges:

geo $country {

ranges;

default no;
127.0.0.0-127.0.0.0 us;
127.0.0.1-127.0.0.1 ru;
127.0.0.1-127.0.0.255  us;
10.1.0.0-10.1.255.255  ru;
192.168.1.0-192.168.1.255 uk;

References

e HWLoadbalancerCheckErrors

e Creating geo.conf From MaxMind GeolP Country Database

e Original Documentation

HttpGzipfRiR

HttpGzipf&Ei
XAMERSAF SO R 4ai HEUE R
{sEFESEHl

: gzip on;

: gzip_min_length 1000;
: gzip_proxied  expired no-cache no-store private auth;
: gzip_types text/plain application/xml;

WEZE $9zip_ratio ATLRENEIgzipAIELELLER
5%
HY

* [#gzip gzip]

e [#gzip_buffers gzip_buffers]

e [#gzip_comp_level gzip_comp_level]
e [#gzip_min_length gzip_min_length]
e [#gzip_http_version gzip_http_version]
e [#gzip_proxied gzip_proxied]
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* [#9gzip_types gzip_types]
gzip
&% gzip onfoff
BB gzip off
{ERIE: hitp, server, location, if (x) location

FReE XiAgzipt&Eik

gzip_buffers
iBEi%:gzip_buffers number size
BINB: gzip_buffers 4 4k/8k
{ERIE: http, server, location

IRERGEABU LB ETFRTFiEgziphIEREREIER.  Fa0 4 4k RRLMAKABN |, IZIRRIGEL
FEARNAAKARMBIMERIBERE, 4 8k AFRLBKARNL , IRIRFIAEIEA/NASK I ERAIMEHIBEN
=

MRRARE | MAMERHBRRREEREEXN R EZ B EFEgzip EREER.

gzip_comp_level

iEi%:gzip_comp_level 1.9

BINE:gzip_comp_level 1

{ERIEk: hitp, server, location

gzip/E4ELY |, 1 EREERIVMBRERIR | 9 FEaHLLEXELNERE (ERRELLEIE Ecpu) .
gzip_min_length

iBi%:gzip_min_length length

BIMBE:gzip_min_length 0

{ERIEk: http, server, location

RESFEENTES/NFHE , TEFTE M headerskJContent-LengthshiF{T3REN.
BMNMERO , FETNESAEESE.

NI BT IKRIF 154, /INF1keEJRes#/E# A, BP: gzip_min_length 1024
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gzip_http_version

&k gzip_http_version 1.0/1.1

BAIMBE: gzip_http_version 1.1

{ERBIEk: http, server, location

IRBIhttpAIYARA., HTFEREIR—LRSESsE httpEFin , FIREASTFzipERE , BFRMSEREL
19, FTLAS—EF AR B L ER. F @ 21HECER T |, R TR T B ERHIRZ RAVRAASGFE
fRIE | 99.99%BUN R EARN L& ozipfEE T | FMAR LAARRIRXME (RIFRFEIARD A,
gzip_proxied

&k gzip_proxied [offlexpired|no-cachelno-storeprivatelno_last modified/no_etaglauthfany] ...
BRIMBE: gzip_proxied off

{ERIEk: http, server, location

Nginx{F AR AENEHRER . FFasE XFEIRESeSRERIZER |, LERIRIREE MRS /NE
REIEE"Via"f headersk,

o off - XIAMBERMIREREIENESE

e expired - BAESE , R headerskdh S "Expires” SLE8

e no-cache - BRAE4E , tRheaderskEE "Cache-Control:no-cache” SL{ER
e no-store - BRE s , 18 headerskH % "Cache-Control:no-store” SL{EHE
e private - JSHE4SE , 15 headerskh & "Cache-Control:private” SLHER

e no_last_ modified - [SFAE4E N8R headerskhARH% "Last-Modified" SLE8

e no_etag - ERAE4YE WRheaderskAEE "ETag" 3LER

e auth - SAESE , thEheadersk 2 "Authorization" 3L{EE

e any - TR EREYE

gzip_types

1Bk 9zip_types mime-type [mime-type ...]

BMBE: gzip_types text/html

{ERIEk: http, server, location

ECMIMESRELHTIESS . ( RieREIERE ) "text/htm|"XKELR E R E4E1.

IR L ANRIEAhttp serverk (£ R , TECEHHEESHREFEE S
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http
{

include conf/mime.types;

NRIFAREFREENAIUGEE | AILABRIX T

http
{

:include

: gzip on;

conf/mime.types;

: gzip_min_length 1000;
: gzip_buffers 4 8k;
: gzip_http_version 1.1;

: gzip_types text/plain application/x-javascript text/css text/html application/xml;
}

References

JREAS

HttpH

eaderstEi

HttpHeaderst&iR
AR BHTTPHRSIAGSLAT.

Nl

: expires
: expires
: expires
: expires

24h;

0;

-1;
epoch;

: add_header Cache-Control private;

59

e [#add_header add_header]
e [#expires expires]
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YENNSLFR

iBi% : add_header name value
BKAE : none

{ER3I, : http, server, location
HHTTPR ARSI 200, 204, 301, 302 g 304 AYATR |, 1EIFEERIHTTPLAR.
HArYER LAEREE,
expires

&% : expires [timelepoch/max]off]
BRAE : expires off

{ERI, : http, server, location

FERRIESHLUEHIHTTPIZEHAY “"Expires” #1 “Cache-Control” RYSLtR , (EEH=HIREERFRIE
).

AJLAEtime(B P ERIEEEREL.  "Expires” SRAWERIBIE SRIRSASEIN_EENRERT time (B3R

15,
epoch #8%E “Expires” BY{EJ 1 January, 1970, 00:00:01 GMT,
max & "Expires” BYEJ9 31 December 2037 23:59:59 GMT, “Cache-Control” AEN104E,
-1 {87 "Expires” BB IRSSEF=RUATIA] -1s, AI/KimiTHA
“Cache-Control” SLFRAHERZEEAIRIERIRE

o A% : Cache-Control: no-cache
o IF#EKE : Cache-Control: max-age = # , # JIEHSERBRIFLEL,

"off" TRAMEM "Expires” 1 “Cache-Control” AYE

References
JEbASTRY

HttpIndexfEiR

HttpIndexf&Eik

RIIEER B W2 -73 -


http://sysoev.ru/nginx/docs/http/ngx_http_headers_module.html
http://www.kancloud.cn

Nginx X E5 3
Bixindex file [file...]

BOME: /ndex index.htm/

{ERIEk: http, server, location

%18 < FAKIEE FARMEOASIERI S | ATLE MR ERTE. MREEE T 1M |, BAKE
REEENIRFZETER. TR IZRAREII E— MR RRI .

~f:

index index.$geo.html index.0.html /index.html;

S17

JRIaSA

HttpRefererfzik

HttpLimit zone

HttpLimit zone
AAERAILSIRISRAE | BHTRIEFRIEESSH,  (HI0 : RIS NPAFFREES, )
Bl

http {

: limit_zone one $binary_remote_addr 10m;

: server {

: location /download/ {
: limit_conn one 1;

2}
g
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o [#limit_zone limit_zone]

e [#limit_conn limit_conn]

limit_zone

iB&% : limit_zone zone_name $variable the_size
EOME : no

YERRL : http

FESEN T M EEX , EHICRSIERSER.
$variable EEXFIMTRTENZERE ; the_size EXICRXHIEDEE.

B+ -
limit_zone one $binary_remote_addr 10m;
EX—Y “one” MIERKX , REE 10M , LAZEE $binary_remote_addr {EASIERTHIMIEE ( AP
— MEIE— N EE ) .
HElLUEERT |, TOXEERIE $binary_remote_addr TiAAE $remote_addr,

$remote_addr FIKES 7 E 15 bytes , SIREEHIKEN 32 8 64 bytes, 1 $binary_remote_addr
AH<E 4 bytes , 21REERHSE A 32 bytes,

LXK IM B9AHE , KLIFLUSR 32000 MEER (— M RiESA 32 bytes ) .

limit_conn

1B% © limit_conn zone_name the_size
EAE : no

{ERI, : http, server, location

BE—SIERANAREERE,. SBURRENSEAFAOERERT , IRFES=R5RE "Service unavailable”
(503),

FI+F :

limit_zone one $binary_remote_addr 10m;

: server {
: location /download/ {
: limit_conn one 1;

2}
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EX—MY “one” MIERKX , BEFEH 10M , LAZEE $binary_remote_addr {EASIERIFIRTEE ( BD
—Mt—1M =g ) . BRE /download/ BRT , — M RIBEREEHIT—MNEE., BER , HERE
/download/ BRT , —PIPREERE—ERE , Zid—1, —1#503,

References
JEbASTRY

HttpLimitRegestiEiR

HttpLimitReqestif"i&}

This module allows you to limit the number of requests for a given session, or as a special case,
with one address.

Restriction done using leaky bucket.

Example Configuration

http {
limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {

location /search/ {

limit_req zone=one burst=5;

}

E[KIHF

Syntax:/imit_req_zone $session_variable zone=name_of zone:size rate=rate
Default:none

Context: http

The directive describes the area, which stores the state of the sessions. The values of the sessions
is determined by the given variable. Example of usage:
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limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;
In this case, the session state is allocated 10MB as a zone called "one", and the average speed of
queries for this zone is limited to 1 request per second.

The sessions are tracked per-user in this case, but note that instead of the variable $remote_addr,
we've used the variable $binary_remote_addr, reducing the size of the state to 64 bytes. A 1 MB
zone can hold approximately 16000 states of this size.

The speed is set in requests per second or requests per minute. The rate must be an integer, so if
you need to specify less than one request per second, say, one request every two seconds, you
would specify it as "30r/m".

Syntax:/imit_req zone=zone burst=burst [nodelay]
Default: none
Context: http, server, location

The directive specifies the zone (zone) and the maximum possible bursts of requests (burst). If
the rate exceeds the demands outlined in the zone, the request is delayed, so that queries are
processed at a given speed. Excess requests are delayed until their number does not exceed a
specified number of bursts. In this case the request is completed the code "Service unavailable”
(503). By default, the burst is zero.

For example, the directive

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {
location /search/ {
limit_req zone=one burst=5;

}

allows a user no more than 1 request per second on average, with bursts of no more than 5
queries. If the excess requests within the limit burst delay are not necessary, you should use the
nodelay:

limit_req zone=one burst=5 nodelay;

HttpLogt&=iR
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HttpLogt&iR

ngx_http_log_module
S

log_format gzip '$remote_addr - $remote_user [$time_local] *
: "$request” $status $bytes_sent '

: "$http_referer" "$http_user_agent" "$gzip_ratio"’;

access_log /spool/logs/nginx-access.log gzip buffer=32k;

= PN
=54

e access_log
e log_format

access_log
iBi& © access_log path [format [buffer=size | off | BRIMB : access_log log/access.log combined
{ER3I, : http, server, location

15< access_log 1EIRISR. BAFNEFA/N. S8 "off" BKEiBRIRBIRBIAIATE access_log 155, IR
FIEERIL , WEEATER "combined” 183, EFABEATEEBS NHERSUFRIRAKR/I\. 1 FreeBSD
3.0-6.0 , BIFEARNNTCILERES,

log_format

&% : log_format name format [format ...]
BAE : Jog format combined "..."

YERAKE : httpserver

Directive log_format describes the format of a log entry. Besides general variables in the format it
is possible to use variables which exist only at the moment of record into the log:

e $body_bytes_sent, the number of bytes, transmitted to client minus the response headers,
variable is compatible with parameter %B of module Apache's mod_log_config (this was
called $apache_bytes_sent, before version 0.3.10)

o $bytes_sent, the number of bytes, transmitted to client

e $connection, the number of connection

e $msec, the time with an accuracy to microseconds at the moment of the log entry

e S$pipe, "p" if request was pipelining

e S$request_length, the length of the body of the request
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e $request_time, the time of working on request in seconds
e $status, status of answer

e $time_local, local time into common log format.

The headers, transmitted to client, begin from the prefix "sent_http_", for example,
$sent_http_content_range.

In the configuration there is always a predetermined format "combined":

log_format combined '$remote_addr - $remote_user [$time_local] '
: ""$request” $status $apache_bytes_sent '
: ""$http_referer" "$http_user_agent™’;

2%
RASTRS

map

map

This module allows you to classify, or map a set of values into a different set of values and store

the result in a variable.

Example:

map $http_host $name {
hostnames;

default 0;

example.com 1;
*.example.com 1;

test.com 2;
* test.com 2
.site.com 3;

One use for this would be to use a mapping in place of writing lots of server/location directives

or redirects:

RIIEER B W2
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map $uri $new {

default http://www.domain.com/home/;
/aa http://aa.domain.com/;

/bb http://bb.domain.com/;

/john http://my.domain.com/users/john/;
}

server {

server_name www.domain.com;
rewrite A~ $new redirect;

}

5%

map

syntax:map $varl $var2{... }
default:none

context: http

map defines the mapping table which will be used to set a variable. There are three special

parameters:

e default — defines the value to be used where no match is found.
e hostnames — it allows for an easier matching of values like host names, names with a starting

dot may match exact host names and host names ending with the value, for example:
*.example.com 1;
Instead of two entries

example.com 1;
*.example.com 1;

we can use only one
.example.com 1;

e include — include values from a file. Multiple includes may be used.
map_hash_max_size
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syntax:map_hash_max_size number

default:map_hash_max_size 2048
context: http

The directive sets the maximum size of a hash table to hold the variable map. For more details
see the descriptions of hash settings Optimization section .

map_hash_bucket_size
syntax:map_hash_bucket_size n
default:map_hash_bucket size 32/64/128
context: http

The directive sets the maximum size in a hash table to map variables. The default value depends
on the size of the cache line processor. More see in the descriptions of hash settings in the
Optimization section .

References

Original Documentation

Memcached

Memcached
RET LR F A S RS T BB LIS S RO, MEHITERSH TR,
Al

server {

: location / {

: set $memcached_key $uri;

: memcached_pass name:11211;
: default_type  text/html;

: error_page 404 = /fallback;
2

: location = /fallback {

. proxy_pass backend;
'}

}
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= PN
=54

e [#memcached_pass memcached_pass]

e [#memcached_connect_timeout memcached_connect_timeout]
e [#memcached_send_timeout memcached_send_timeout]

e [#memcached _read_timeout memcached_read_timeout]

e [#memcached_buffer_size memcached_buffer_size]

e [#memcached_next_upstream memcached_next_upstream]

R
<E

¢ $memcached_key
memcached_pass

&% : memcached._pass [ name:port ]

BRME : none

{ERI, : http, server, location

The backend should set the data in memcached. The memcached key is "/uri?args”.

Since 0.5.9 the memcached key is now in  $memcached_key .

memcached_connect_timeout
B% : memcached _connect timeout [ time ]
EAE : 60000

{ER3I, : http, server, location

The timeout for connecting to memcached, in milliseconds.

memcached_read_timeout
iB% : memcached read_timeout [ time ]
ENAE : 60000

{ERI, : http, server, location

The timeout for reading from memcached, in milliseconds.

memcached_send_timeout

8% - memcached send timeout [ time ]
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BUANE : 60000

{ERI, : http, server, location

The timeout for sending to memcached, in milliseconds.

memcached buffer size
1Bi% 1 memcached buffer size [ size |
BUAME : see getpagesize(2)

{ERI, : http, server, location

The recv/send buffer size, in bytes.

memcached_next_upstream

iB% : memcached _next upstream [ error | timeout [ invalid_response [ not_found | off ]
E0ME : error timeout

{ERBIE : http, server, location

Which failure conditions should cause the request to be forwarded to another upstream server?

Applies only when the value in memcached_pass is an upstream with two or more servers.

HttpProxyt=ik

HttpProxyf&iR

This module makes it possible to transfer requests to another server. IHEHRERIGERSHAE TR

3.

It is an HTTP/1.0 proxy without the ability for keep-alive requests yet. iX2%h HTTP/1.0 iR AHIFIS
KERFFAIE.

(As a result, backend connections are created and destroyed on every request.) Nginx talks
HTTP/1.1 to the browser and HTTP/1.0 to the backend server. As such it handles keep-alive to the
browser.

(ERNEMEREEEGESIEEPOEFIHEEM) Nginx FIXISEEEER HTTP/L.1 #TXHE , MEESRS
dh{sEF HTTP/1.0;

Nl

RIIEER B W2 - 83 -


http://www.kancloud.cn

Nginx A E 3

E =

location / {
. proxy_pass http://localhost:8000;
: proxy_set_header X-Real-IP $remote_addr;

=, SFERAHTTP PROXY 1&RIRES (B & B =2 FFastCGIRY), PR MNMERSENgInXHEFEE

ExaEma CEERIRSS =5 AL, EEHERNEMSE(FHEAER R eNET IR RinikS 23 EEIR
R TIERYIE

E[AIES. Directives

RIIEER B W2

[#proxy_buffer_size proxy_buffer_size]

[#proxy_buffering proxy_buffering]

[#proxy_buffers proxy_buffers]

[#proxy_busy_buffers_size proxy_busy_buffers_size]
[#proxy_connect_timeout proxy_connect_timeout]
[#proxy_headers_hash_bucket_size proxy_headers_hash_bucket_size]
[#proxy_headers_hash_max_size proxy_headers_hash_max_size]
[#proxy_hide_header proxy_hide_header]
[#proxy_ignore_client_abort proxy_ignore_client_abort]
[#proxy_intercept_errors proxy_intercept_errors]
[#proxy_max_temp_file_size proxy_max_temp_file_size]
[#proxy_method proxy_method]

[#proxy_next_upstream proxy_next_upstream]

[#proxy_pass proxy_pass]

[#proxy_pass_header proxy_pass_header]
[#proxy_pass_request_body proxy_pass_request_body]
[#proxy_pass_request_headers proxy_pass_request_headers]
[#proxy_redirect proxy_redirect]

[#proxy_read_timeout proxy_read_timeout]
[#proxy_redirect_errors proxy_redirect_errors]
[#proxy_send_lowat proxy_send_lowat]
[#proxy_send_timeout proxy_send_timeout]
[#proxy_set_body proxy_set_body]

[#proxy_set_header proxy_set_header]

[#proxy_store proxy_store]

[#proxy_store_access proxy_store_access]
[#proxy_temp_file_write_size proxy_temp_file_write_size]
[#proxy_temp_path proxy_temp_path]
[#proxy_upstream_fail_timeout proxy_upstream_fail_timeout]
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e [#proxy_upstream_max_fails proxy_upstream_max_fails]

Z# Variables

[#var_proxy_host var_proxy_host]

[#var_proxy_port var_proxy_port]

[#var_proxy_add_x_forwarded_for var_proxy_add_x_forwarded_for]

[#var_proxy_remote_addr var_proxy_remote_addr]

proxy_buffer_size

&k proxy_buffer_size the_size

BXIMBE: proxy _buffer size 4k/8k

LT’ http, server, location

1ZIEIREE PR/ MR E RS 2REERIBN A S, 27BN E X E.
NI Rz headenBEA T IXER DTN E EiA.

BAKGR ZEZPRKNETHES proxy_buffers FTgERYER (REILUEBIREEE /.

proxy_buffering

&% proxy_buffering onfoff

ERAE: proxy_buffering on

LT’ http, server, location

ZIE ST EN Gt CERIRSS seRUMMA A S &P

NRFHPXFE nginxREMRIENEimRIRS s RIARIRERE A, FHEASRFEEES
proxy_buffer_size 1 proxy_buffers fgEHIEFX Eif.

NSRBI RN BT ERERTFRIL BBARBD RS ERIHE £
MEREPXHKRIA T AN AB SR AN TS DAL R EIERIE i

NGINXAZIR T E# CERAR S 282 MM A FEIAR/N nginxBE MR S22 HIRAEUE 2RI
proxy_buffer_size 15ERY.

proxy_buffers
&% proxy_buffers the_number is_size;

BXIMBE: proxy_buffers 8 4k/8k;
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LT3 http, server, location

IZIECIRERPXAIA/NIEE MR RiRARSS 22 BUSAINE R A
IPXAIA/NETREA/N, ATRERAK B ATRER 8K XEUR T &

proxy_busy_buffers_size

&k proxy_busy buffers_size size,

BXIMBE: proxy_busy buffers_size proxy_buffer size * 2;
LT’ http, server, location, if

TODO: Description.

proxy_connect_timeout

&1k proxy_connect_timeout timeout_in_seconds

LT’ http, server, location

MEENXE. BABER T —1ME

This directive assigns a timeout for the connection to the proxyserver. This is not the time until

the server returns the pages, this is the [#proxy_read_timeout proxy_read_timeout] statement. If

your proxyserver is up, but hanging (e.g. it does not have enough threads to process your

request so it puts you in the pool of connections to deal with later), then this statement will not

help as the connection to the server has been made. It is necessary to keep in mind that this time

out cannot be more than 75 seconds.

proxy_headers_hash_bucket_size
&% proxy_headers_hash_bucket size size;

BXIMBE: proxy_headers_hash_bucket size 64,

LT3 http, server, location, if

This directive sets the bucket size of the hashtable.
TODO: Better description

proxy_headers_hash_max_size
&% proxy_headers_hash_max_size size;
BXIMBE: proxy_headers_hash_max_size 512;

LT http, server, location, if

This directive sets the maximum size of the hashtable.

RIIEER B W2

- 86 -


http://www.kancloud.cn

Nginx X E75 31
TODO: Better description

proxy_hide_header
&k proxy_hide_header the_header
LT’ http, server, location

nginx does not transfer the "Date", "Server", "X-Pad" and "X-Accel-..." header lines from the
proxied server response. The proxy_hide_header directive allows to hide some additional
header lines. But if on the contrary the header lines must be passed, then the
proxy_pass_header should be used. For example if you want to hide the MS-OfficeWebserver
and the AspNet-Version:

location / {

: proxy_hide_header X-AspNet-Version;

: proxy_hide_header MicrosoftOfficeWebServer;
}

This directive can also be very helpful when using X-Accel-Redirect. For example, you may have
one set of backend servers which return the headers for a file download, which includes X-Accel-
Redirect to the actual file, as well as the correct Content-Type. However, the Redirect URL points
to a filleserver which hosts the actual file you wish to serve, and that server sends its own
Content-Type header, which might be incorrect, and overrides the header sent by the original
backend servers. You can avoid this by adding the proxy_hide_header directive to the fileserver.
Example:

location / {
: proxy_pass http://backend_servers;
}

location /files/ {
: proxy_pass http://fileserver;
: proxy_hide_header Content-Type;

}

proxy_ignore_client_abort
&k proxy_ignore_client_abort [ onfoff ]
BXIMBE: proxy _ignore_client abort off
LT’ http, server, location

Available since: 0.3.36
WMREFimErEK, R ImAY T E
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proxy_intercept_errors

&k proxy_intercept errors [ onfoff |

BXIAMBE: proxy _intercept _errors off

LT3 http, server, location

This directive decides if nginx will intercept responses with HTTP status codes of 400 and higher.
By default all responses will be sent as-is from the proxied server.

If you set this to on then nginx will intercept status codes that are explicitly handled by an
error_page directive. Responses with status codes that do not match an error_page directive
will be sent as-is from the proxied server.

proxy_max_temp_file_size
&L proxy_max_temp_file_size size;
BRIMBE: proxy_max_temp_file_size 1G;
LT3 http, server, location, if

Available since: 0.1.8
TODO: Description.

proxy_method

1Bi%: proxy_method [method]

EOAME: None

LT’ http, server, location

Used to allow the proxying of additional HTTP methods.

Note: at this time, Nginx only appears to allow a single instance of this directive and it only
accepts a single argument (method) so it's not clear how useful this might be for proxying to
things like Subversion.

Example:

: proxy_method PROPFIND;

proxy_next_upstream
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&k proxy_next_upstream [errorftimeout/invalid_headerlhttp_500/http_503/http_404/off]

BXIMBE: proxy_next_upstream error timeout
LT3 http, server, location
Directive determines, in what cases the request will be transmitted to the next server:

e error — an error has occurred while connecting to the server, sending a request to it, or
reading its response;

e timeout — occurred timeout during the connection with the server, transfer the requst or
while reading response from the server;

e invalid_header — server returned a empty or incorrect answer;

e http_500 — server returned answer with code 500

e http_503 — server returned answer with code 503

e http_404 — server returned answer with code 404

e off — it forbids the request transfer to the next server

Transferring the request to the next server is only possible when nothing has been transferred to
the client -- that is, if an error or timeout arises in the middle of the transfer of the request, then
it is not possible to retry the current request on a different server.

Proxy_pass

iBi%: proxy _pass URL

EOAME: no

LT3 location, if in location

This directive sets the port or socket, on which listens to the proxied server, and the URI, to which
will be reflected location.

Port can be indicated in the form of the name of hostname or address and port, for example,
proxy_pass http://localhost:8000/uri /;

and socket -- in the form of unix of socket:
proxy_pass http://unix:/tmp/backend.socket:/uri /;

Path is indicated after the word unix and is concluded between two colons.

With the transfer of request to server part URI, which corresponds to location, is substituted to
URI indicated in directive proxy_pass.
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But there are two exceptions to this rule, when it is not possible to determine that replaced

location:

e if the location is assigned by regular expression;
e if inside proxied location with the help of directive rewrite changes URI and with this
configuration will be precisely processed request (break):

location /name/ {
‘rewrite  /name/([*/] +) /users?name=$1 break;
: proxy_pass http://127.0.0.1;

}

For these cases of URI it is transferred without the mapping.

Furthermore, it is possible to indicate so that URI demand it would be transferred in the same
form, as it sent client, but not v in the processed form.

During the working:

e two or by more slashes are converted into one slash: "//" --"/";
e references to the current directory are removed: "/./" -- "/";
e references to the previous catalog are removed: "/dir /../" -- "/".

If on server it is necessary to transmit URI in the unprocessed form, then for this in directive

proxy_pass it is necessary to indicate URL server without URL:

location /some/path/ {
: proxy_pass http://127.0.0.1;

}

proxy_pass_header

1Bk proxy_pass_header the_ name

LT’ http, server, location

This directive allows transferring header-lines forbidden for response.

For example:

location / {
: proxy_pass_header Server;
: proxy_pass_header X-MyHeader;

}

proxy_pass_request_body
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&k proxy_pass_request body [on [ off ],
BXIMBE: proxy pass_request_body on,
LT3 http, server, location

Available since: 0.1.29
TODO: Description.

proxy_pass_request_headers

1Bk proxy_pass_request headers [on | off ],

BXIMBE: proxy _pass_request_headers on;
LT’ http, server, location

Available since: 0.1.29
TODO: Description.

proxy_redirect

&k proxy_redirect [ default/offlredirect replacement ]

BXIMBE: proxy _redirect default

LT3 http, server, location

This directive sets the text, which must be changed in response-header "Location" and "Refresh”

in the response of the proxied server.

Let us suppose the proxied server returned line Location: http://localhost:8000/two/some/uri/ .

The directive

proxy_redirect http://localhost:8000/two/ http://frontend/one/;

will rewrite this line in the form Location: http://frontend/one/some/uri/ .

In the replaceable line it is possible not to indicate the name of the server:

proxy_redirect http://localhost:8000/two/ /;

then the basic name of server and port is set, if it is different from 80.

The change by default, given by the parameter "default”, uses the parameters of directives

location and proxy_pass.

RIIEER B W2
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Therefore two following configurations are equivalent:

location /one/ {

. proxy_pass http://upstream:port/two/;
: proxy_redirect default;

}

location /one/ {

. proxy_pass http://upstream:port/two/;

: proxy_redirect http://upstream:port/two/ /one/;
}

In the replace line, it is possible to use some variables:
proxy_redirect http://localhost:8000/ http://$host:$server_port/;
This directive repeated some times:

: proxy_redirect default;
: proxy_redirect http://localhost:8000/ /;
: proxy_redirect http://www.example.com/ /;

The parameter off forbids all proxy_redirect directives at this level:

: proxy_redirect off;

: proxy_redirect default;

: proxy_redirect http://localhost:8000/ /;

: proxy_redirect http://www.example.com/ /;

With the help of this directive it is possible to add the name of host for relative redirect, issued
by the proxied server:

proxy_redirect / /;

proxy_read_timeout
&k proxy_read_timeout the_time
BXIMBE: proxy _read_timeout 60
LT3 http, server, location

This directive sets the read timeout for the response of the proxied server. It determines how
long NGINX will wait to get the response to a request. The timeout is established not for entire
response, but only between two operations of reading.
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In contrast to [#proxy_connect_timeout proxy_connect_timeout] , this timeout will catch a server
that puts you in it's connection pool but does not respond to you with anything beyond that. Be
careful though not to set this too low, as your proxyserver might take a longer time to respond to
requests on purpose (e.g. when serving you a report page that takes some time to compute).

You are able though to have a different setting per location, which enables you to have a higher
proxy_read_timeout for the report page's location.

If the proxied server nothing will communicate after this time, then nginx is shut connection.

proxy_redirect_errors

Deprecated. Use proxy_intercept_errors .

proxy_send_lowat
iBi%: proxy send_lowat [ on [ off ]
ENAME: proxy_send_lowat off;
LR http, server, location, if

This directive set SO_SNDLOWAT.
This directive is only available on FreeBSD

proxy_send_timeout

&k proxy_send._timeout time_in_seconds
BRIMBE: proxy_send_timeout 60

LT’ http, server, location

This directive assigns timeout with the transfer of request to the proxy server. Time out is
established not on entire transfer of request, but only between two operations of record. If after
this time the proxy server will not take new data, then nginx is shut the connection

proxy_send_lowat
iBi%: proxy_set_body [ on | off]
ERIME:proxy_set_body off;
L3 http, server, location, if

Available since: 0.3.10
TODO: Description.
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proxy_set_header

&k proxy_set_header header value
BKIAE: Host and Connection
LT3 http, server, location

This directive allows to redefine and to add some request header lines which will be transferred
to the proxied server.

As the value it is possible to use a text, variables and their combination.

This directive is inherited from the previous level when at this level are not described their
directives proxy_set_header .

By default only two lines will be redefined:

proxy_set_header Host $proxy_host;
proxy_set_header Connection Close;

The unchanged request-header "Host" can be transmitted like this:
proxy_set_header Host $http_host;

However, if this line is absent from the client request, then nothing will be transferred.

In this case it is better to use variable $host, it's value is equal to the name of server in the
request-header "Host" or to the basic name of server, if there is no line:

proxy_set_header Host $host;

Furthermore, it is possible to transmit the name of server together with the port of the proxied

server:

proxy_set_header Host $host:$proxy_port;

proxy_store
iBiL:proxy_store [on [ off [ path]
BXIMBE: proxy _store off

LT3 http, server, location
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This directive sets the path in which upstream files are stored. The parameter "on" preserves files
in accordance with path specified in directives alias or root. The parameter "off" forbids storing.
Furthermore, the name of the path can be clearly assigned with the aid of the line with the

variables:
proxy_store /data/www$original_uri;

The time of modification for the file will be set to the date of "Last-Modified" header in the
response. To be able to safe files in this directory it is necessary that the path is under the
directory with temporary files, given by directive proxy_temp_path for the data location.

This directive can be used for creating the local copies for dynamic output of the backend which
is not very often changed, for example:

location /images/ {

: root /data/www;

: error_page 404 = /fetch$uri;
}

location /fetch {

s internal;
. proxy_pass http://backend;
: proxy_store on;

: proxy_store_access user:rw group:rw all:r;
: proxy_temp_path  /data/temp;

: alias /data/www;

To be clear proxy_store is not a cache, it's rather mirror on demand.

proxy_store_access

1Bk proxy_store_access users.permissions [users.permission ...]
BXIMBE: proxy _store_access user:rw

LT3 http, server, location

This directive assigns the permissions for the created files and directories, for example:
proxy_store_access user:rw group:rw all:r;

If any rights for groups or all are assigned, then it is not necessary to assign rights for user:
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proxy_store_access group:rw allr;

proxy_temp_file_write_size

&k proxy_temp_file_write_size size;

BRIMBE: proxy_temp_file_write_size proxy_buffer size * 2;
LT http, server, location, if

TODO: Description.

proxy_temp_path

&k proxy_temp_path dir-path [ levell [ level2? [ level3 ] ;

BRUAE: SNGX PREFIX/proxy_temp controlled by --http-proxy-temp-path at ./configure stage
LT’ http, server, location

This directive works like client_body_temp_path to specify a location to buffer large proxied
requests to the filesystem.

proxy_upstream_fail_timeout

Changed in 0.5.0 to deprecated.
Please use the fail_timeout parameter of server Directive from the upstream module.

proxy_upstream_max_fails

Changed in 0.5.0 to deprecated.
Please use the max_fails parameter of server Directive from the upstream module.

Variables

In module ngx_http_proxy_module there are some built-in variables, which can be used for the
creation of headers with the help of the proxy_set_header directive:

$proxy_host:: the name of proxied host and port;
$proxy_port:: the port of proxied host;

$proxy_add_x_forwarded_for:: equivalent to client request-header "X-Forwarded-For" and to
variable added to it through the comma

$remote_addr:: But if there is no line "X-Forwarded-For" in the client request, then variable
$proxy_add_x_forwarded_for is equal to variable $remote_addr.
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Questions

e Isit possible to have the proxy use a client SSL certificate to communicate with the server
being proxied? I am in the situation where I want to secure the proxy <-> application server
connection. Another solution could be to use SSL only with a custom header checked at each
connection in the application server, but doing it at the protocol level would be nicer.

e NginxHttpProxyModule#preview X

HttpRewritefEiR

HttpRewritef&ik

This module makes it possible to change URI using regular expressions, and to redirect and select

configuration depending on variables.

IZAEIRFBIHE R IENRIATUSEZURL , FERIEZERERLNIGETE.

If the directives of this module are given at the server level, then they are carried out before the
location of the request is determined. If in that selected location there are further rewrite
directives, then they also are carried out. If the URI changed as a result of the execution of
directives inside location, then location is again determined for the new URL

WNREserverRANREIZIE , BAB TEElocationZ B, MR ElocationAEEA—LTAIESH
M, locationZBAUMNNKASHIIIT. WRIXPMURIEES RE HlocationZpoBIRINIERAY , ABA
locationEZB D= BRHHITIESFAIURL,

This cycle can be repeated up to 10 times, after which Nginx returns a 500 error.

XMEASHUTLOR , ZARENginX&IREI—1N500551R.

Directives

[#break break]
[#if if]

[#return return]

[#rewrite rewrite]
[#set set]
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e [#uninitialized_variable_warn uninitialized_variable_warn]

break

iBi%:break

EOAME: none

YERBIE: server, location, if

Completes the current set of rules. {EFBR5e=RIATANIF

~fl:

if ($slow) {

: limit_rate 10k;
: break;

}

if
&% if (condition) { ... }
BiA:none

YERBIk: server, location

Checks the truth of a condition. If the condition evaluates to true, then the code indicated in the
curly braces is carried out and the request is processed in accordance with the configuration
within the following block. Configuration inside directive if is inherited from the previous level.

They can be assigned as the condition:

e the name of variable; false values are: empty string ", or any string starting with "0";

the comparison of variable with the line with using the = and != operators;

pattern matching with regular expressions using the symbols ~* and ~:

e ~ s case-sensitive match;

~'FFE , (BERXNGEU

~* specifies a case-insensitive match (firefox matches FireFox)

~* KINEARRBEFS (firefoxfFaFireFox )
e !~and!~* mean the opposite, "doesn't match"

o IMMII~M*URMER , "AHE"
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e checking for the existence of a file using the -fand !-f operators;{#H-fLAK!-f&M—N3E42
aBFE

e checking existence of a directory using the -d and !-d operators;§ER-dLAKR!-digUI—MNE R
BARFE

e checking existence of a file, directory or symbolic link using the -e and !-e operators;{&EfH-e
LR -et@IREFE—I G , — M ERBE TS,

e checking whether a file is executable using the -x and !-x operators{FH-xLAKR!-xt&GM—N3
HEEEHIT

Parts of the regular expressions can be in parentheses, whose value can then later be
accessed in the $1to >$9 variables.

Examples of use:

if ($http_user_agent ~ MSIE) {

rewrite A(*)$ /msie/$1 break;

}

if ($http_cookie ~* "id=([";] +)(?3]|$)") {
cset $id $1;

}

if ($request_method = POST ) {

: return 405;

}

if (I-f $request_filename) {

: break;

: proxy_pass http://127.0.0.1;

}

if ($slow) {

: limit_rate 10k;
}

if ($invalid_referer) {
:return 403;

}

The value of the built-in variable $invalid_referer is given by the directive valid_referers.

return
BiX:return code

BOANE: none
YERBIE: server, location, if

This directive concludes execution of the rules and returns the status code indicated to client. It is
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possible to use the following values: 204, 400, 402-406, 408, 410, 411, 413, 416 and 500-504.

Furthermore, nonstandard code 444 closes the connection without sending any headers.

XMESTRIERUAHTIER , RE—MASESE i, AERERRE - 204, 400 , 402-
406 , 408 , 410, 411, 413, 416LAK500-504, tBAJLURIEIFRERI444(8-REREHALER TER

&z,

rewrite
iBi&: rewrite regex replacement flag

BiA:none
YERBIE: server, location, if

This directive changes URI in accordance with the regular expression and the replacement string.
Directives are carried out in order of appearance in the configuration file.

XMESHRIERIATUKENURL, BiEENF . BORIBIRE X PRIIRFERRIT.

Be aware that the rewrite regex only matches the relative path instead of the absolute URL. If you
want to match the hostname, you should use an if condition, like so:

ITEESRANHENEREE. MREERXNENS |, (RMOZERIAES , I ¢

if ($host ~* www\.(.*)) {

: set $host_without_www $1;

: rewrite A(*)$ http://$host_without_www$1 permanent; # $1 contains '/foo’, not 'www.mydomain.co
m/foo'

}

Flags make it possible to end the execution of rewrite directives.

If the replacement string begins with http:// then the client will be redirected, and any further
rewrite directives are terminated.

Flags can be any of the following:

e last - completes processing of rewrite directives, after which searches for corresponding URI
and location

e break - completes processing of rewrite directives

e redirect - returns temporary redirect with code 302; it is used if the substituting line begins
with http://

e permanent - returns permanent redirect with code 301

Note that if an redirect is relative (has no host part), then when redirecting Nginx uses the "Host"

header if the header match name of server_name directive or the first name of server_name
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directive, if the header does not match or is absent. If no server_name is set, then the local
hostname is used. If you want Nginx to always use the "Host" header, you can use a wildcard "*"
server_name (but see the restrictions on doing so).Example:

rewrite "(/download/.*)/media/(*)\..*$ $1/mp3/$2.mp3 last;
rewrite " (/download/.*)/audio/(*)\..*$ $1/mp3/$2.ra last;
return 403;

But if we place these directives in location /download/, then it is necessary to replace flag "last”
by "break", otherwise nginx will hit the 10 cycle limit and return error 500:

location /download/ {

: rewrite A (/download/.*)/media/(*)\..*$ $1/mp3/$2.mp3 break;
: rewrite A (/download/.*)/audio/(*)\..*$ $1/mp3/$2.ra break;
:return 403;

}

If in the line of replacement arguments are indicated, then the rest of the request arguments are
appended to them. To avoid having them appended, place a question mark as the last character:

: rewrite A/users/(*)$ /show?user=$1? last;

i RS ({0 ) )ik, ANBEREEERNENFRANE , BRAERENHESENTIBR, AT E
PR, ENRIAETRESHIE |, MiZzANE|S (SEH515 ) 8. thal , ERULITEurl

/photos/123456
EEMF

/path/to/photos/12/1234/123456.png
BILABLAT G (ERXE1S):

rewrite "/photos/([0-9] {2})([0-9] {2})([0-9] {2})" /path/to/photos/$1/$1$2/$1$2$3.png;

set
syntax:set variable value
default:none

context:server, location, if
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Directive establishes value for the variable indicated. As the value it is possible to use a text,

variables and their combination.

uninitialized_variable_warn
syntax:uninitialized_variable_warn onjoff

default:uninitialized variable_ warn on

context: http, server, location, if

Enables or disables logging of warnings about noninitialized variables.

Internally, the rewrite directives are compiled at the time the configuration file is loaded into
internal codes, usable during the request by the interpreter.

This interpreter is a simple stack virtual machine. For example, the directive:

location /download/ {

- if ($forbidden) {

:return 403;

2

2 if ($slow) {

: limit_rate 10k;

2

rewrite /(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

will be compiled into this sequence:

: variable $forbidden

: checking to zero

: recovery 403

: completion of entire code
: variable $slow

: checking to zero

: checkings of regular expression
: copying "/"

: copying $1

: copying "/mp3/"

: copying $2

: copying "..mpe"

: completion of regular expression
: completion of entire sequence

Note that there is no code for directive limit_rate, since it does not refer to module
ngx_http_rewrite_module. The "if" block exists in the same part of the configuration as the
"location” directive.
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If $slow is true, then what's inside the "if" block is evaluated, and in this configuration limit_rate it

is equal to 10k.

Directive:
: rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

It is possible to reduce the sequence, if in the regular expression we include the first slash inside

the parentheses:
: rewrite A (/download/.*)/media/(*)\..*$ $1/mp3/$2.mp3 break;
then the sequence will appear like this:

: checking regular expression

: copying $1

: copying "/mp3/"

: copying $2

: copying "..mpe"

: completion of regular expression
: completion of entire code

References

Original Documentation

HttpSSIt=LR

HttpSSIHELR
USRS 2 L S (s ORLER. BURFPIIS S SRR .
BRI

location / {
:ssi on;

}

Directives

e [#ssi ssi]
e [#ssi_silent_errors ssi_silent_errors]

RIIEER B W2 - 103 -


http://sysoev.ru/nginx/docs/http/ngx_http_rewrite_module.html
http://www.kancloud.cn

Nginx FXE 53
e [#ssi_types ssi_types]
e [#ssi_value_length ssi_value_length]

ssi

iBik:ssi [on [ off ]

BRINEL: ss/ off

{ERBIEk: http, server, location TElocation{ERRIE IS F FASSISAAM .
ssi_silent_errors

1&i&:ssi_silent errors [onfoff]

BB ss/_silent_errors off

{ERBIEk: http, server, location

EAEBSSIN G sa Rt Ak tH iR R "[an error occurred while processing the directive]
ssi_types

1Bk ssi_types mime-type [mime-type ...]

BRIME: ssi_types text/html

{ERIEk: hitp, server, location

Enables SSI processing for MIME-types in addition to "text/html" types.

ssi_value_length
iBik:ssi_value_length length
BRIME: ssi_value_length 256
{ERIEk: hitp, server, location
TE X SSIFIHERRNSEUKE
SSI a5

FBIRBIEnT:

: <I--# command parameterl=value parameter2=value... -->

XIFSSI f ST
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e block — command describes the block, which can be used as a silencer in command
include . Inside the block there can be commands SSI.

e name — the name of the block. For example:

. the silencer : :

e config — assigns some parameters with working SSL

e errmsg — the line, which is derived with the error during the SSI processing. By default, this
string is used: "[an error occurred while processing the directive] "

e timefmt — the time formatting string, as used in strftime(3). By default, this string is used:

2 "%A, %d-%b-%Y %H:%M:%S %Z" : To include time in seconds use the format "%s" as well.

e echo - print avariable
e var— the name of the variable

e default - if the variable is empty, display this string. Defaults to "none". Example:

:risthesameas :no:

o if /elif / else / endif — conditionally include text or other directives. Usage:

......... Only one level of nesting is possible.

e expr— the expression to evaluate. It can be a variable:

A string

comparison: Or a regex match:
Ecnm B text BCTpeuaroTca NepeMeHHble, TO MPOU3BOAUTCS NOACTAaHOBKA UX 3HAUEHWUN.

include — include a document from another source.
- *file* — include a file, e.g.
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- *virtual* — include a request, e.g.

Multiple requests will be issued in parallel. If you need them issued sequentially, use the "wait"

- *stub* — The name of the block to use as a default if the request is empty or returns an error

e wait— when set to yes, the rest of the SSI will not be evaluated until the current request is

e set - assign avariable.

e var — the variable.
e value — its value. If it contains variable names, these will be evaluated.

il

NEZ
ngx_http_ssi_module ST AR ETE:

e $date_local - ZBIRYAHEAYXATE).ECE LI timefmt "I=HIIE.
e $date_gmt - LFIRIGMTHETE). ELEiEIR "timefmt "#=HIE.

px
- Original Documentation

HttpUserld

HttpUserld

The module ngx_http_userid_module gives out cookies for identification of clients. For logging it
is possible to use variables $uid_got and $uid_set. Remark: keep in mind variables $uid_got

and $uid_set are not accessible in SSI, because SSI filter module working before userid filter.
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This module is compatible with mod_uid for Apache.

Example

userid on;
userid_name uid;

userid_domain example.com;
userid_path /;

userid_expires 365d;
userid_p3p  'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID";

S I

userid

syntax:userid [on|v1/log/foff]

default:userid off

context: http, server, location

Enables or disables issuing cookies and logging requested cookies:

e on - enables version 2 cookies and logs them;

e vl - enables version 1 cookies and logs them;

e log - do not send cookies, but write down incoming cookies to log;
e off - do not send cookies, and don't write them to logs;

userid_domain
syntax:userid_domain [ name | none ]
default:userid domain none

context: http, server, location

Assigns the domain for cookie. The parameter "none" doesn't issue domain for cookie.

userid_expires
syntax:userid_expires [ time | max ]
default:none

context: http, server, location

Sets the expiration time for the cookie.

RIIEER B W2 - 107 -


http://www.lexa.ru/programs/mod-uid-eng.html
http://www.kancloud.cn

Nginx XX E75 X1
The parameter set & send-out browser expiration time for cookie. Value "max" assigns the time
on 31 December, 2037, 23:55:55 gmt. This is the maximum time that older browsers understand.

userid_name
syntax:userid_name name
default:userid name uid
context: http, server, location

Assigns name to cookie.

userid_p3p
syntax:userid _p3p line
default:none

context: http, server, location

Directive assigns value for the header P3P, which will sent together with cookie.

userid_path
syntax:userid_path path
default:userid_path /
context: http, server, location

Sets the cookie path.

userid_service
syntax:userid_service number
default:userid service address
context: http, server, location

Directive assigns the IP address of the server which gave out cookie. If not set, version 1 cookies
set to zero, and for version 2 cookies the IP address of server.

References

Original Documentation
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HAtRIR
SESCHHE 2
Additionf&tR

Additiontdl"5

This module adds responses of other locations before and after the current location'’s response.

It is implemented as an output filter, the contents of the main request and subrequests to other
locations are not buffered completely and are still sent to the client in a streaming fashion.
Because the length of the final response body is unkown while sending the HTTP headers, the
HTTP chunked encoding is always used here.

Installation
By default the module is not built, it is necessary to enable its build with

./Jconfigure --with-http_addition_module

at compilation time.

Example:

location / {
add_before_body /before_action;
add_after_body /after_action;

Limitations

Note that as of 0.8.17 no contents will be added if the current location is served as a subrequest
itself. Consider the following example:
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location /foo {
add_before_body /bar;
}

location /bar {
add_before_body /baz;
}

Then accessing /foo won't get /bazinserted before the contents of the subrequest /bar.

Also note that at this time, only strings can be used in before/after body locations, not variables.
So

location / {
set $before_action /before_action;
add_before_body $before_action;

}

will not work as expected (although the configuration file will still load properly).
Directives
add_before_body

syntax:add_before_body uri
default:no
context: http, server, location

Directive adds content of uri before the response body, issued as a result of the work of the
assigned subrequest.

add_after_body

syntax:add_after_body uri
default:no
context: http, server, location

Directive adds content of uri after the response body, issued as a result of the work of the
assigned subrequest.

addition_types

RIIEER B W2 - 110 -


http://www.kancloud.cn

Nginx XX E75 X1
syntax:addition_types mime-type [mime-type ...]

default:text/htm/
context: http, server, location

Directive (since 0.7.9) allows you to add text only to locations of the specified MIME-types
(defaults to "text/html”).

(Before 0.8.17, this directive was mispelled as "addtion_types" in the source. This bug has been
fixed in 0.8.17.)

References

Original Documentation

EmbeddedPerl

EmbeddedPerl

This module makes it possible to execute Perl directly within Nginx and call Perl via SSI.

Building Module at Compile-time

Unless built at compile-time, the module is not available. The default is to not build this module.
If you want to enable this module, is necessary to specify --with-http_perl_module when running

configure.

Your system must have Perl 5.6.1 or above.

Known Problems
This module is experimental; therefore anything is possible and bugs are likely.

1. If a Perl module performs protracted operation, (for example DNS lookups, database queries,
etc), then the worker process that is running the Perl script is completely tied up for the
duration of script. Therefore embedded Perl scripts should be extremely careful to limit
themselves to short, predictable operations.

2. It's possible for Nginx to leak memory if you reload the configuration file (via 'kill -HUP ).

Example:
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http {

perl_modules perl/lib;
perl_require hello.pm;

perl_set $msie6 '

sub {
my $r = shift;
my $ua = $r->header_in("User-Agent");
return "" if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9] \\d+/;
return ",

server {
location / {
perl hello:handler;

}
}

perl/lib/hello.pm:
package hello;
use nginx;
sub handler {
my $r = shift;

$r->send_http_header("text/html");
return OK if $r->header_only;

$r->print("hello\n<br/>");
$r->rflush;
if (-f $r->filename or -d ) {

$r->print($r->uri, " exists'\n");

}

return OK;

}

1;
_END__

PN
=54
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perl

syntax:per/ module:function | 'sub {...}'
default:no
context:/ocation

Directive establishes a function for the data location.

perl_modules
syntax:per/_modules path
default:no

context: http

Directive assigns additional path for Perl modules. Since version 0.6.7 this path is relative to
directory of nginx configuration file nginx.conf, but not to nginx prefix directory.

perl_require
syntax:per/_require module
default:no

context: http

There can be multiple perl_require directives.

perl_set

syntax:per/_set module:function [ sub {..}'
default:no

context: http

Directive establishes the function of variable ???

Calling Perl from SSI

Instruction format is as follows:
<!- # perl sub="module:function" arg="parameterl" arg="parameter2"... >

Methods of request object $r:
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e $r->args - method returns the arguments of request.

e $r->filename - method returns the name of file, which corresponds to URI request.

e $r->has_request_body(function) - method returns 0, if there is no request body. But if the
request body exists, then the passed function is established and 1 returned. At the end of the
body processing, nginx will call the established processor. Example usage:

package hello;
use nginx;
sub handler {
my $r = shift;
if ($r->request_method ne "POST") {

return DECLINED;
}

if ($r->has_request_body(hello::post)) {
return OK;
}

return 400;
}

sub post {
my $r = shift;
$r->send_http_header;
$r->print("request_body: \"", $r->request_body, "\"<br/>");
$r->print("request_body_file: \"", $r->request_body file, "\"<br/>\n");
return OK;

}
1

_END__

e $r->header_in(header) - retrieve an HTTP request header.

e $r->header_only - true if we only need to return a response header.

e $r->header_out(header, value) - set a response header.

e $r->internal_redirect(uri) - method makes internal redirect to the indicated uri. Redirect
occurs only after the completion of Perl script.

e $r->print(args, ...) - sends data to client.

e $r->request_body - method returns the request body of client when the body is not recorded
into the temporary file.
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So that the body of the demand of client is guaranteed to remain in memory, it is necessary to

limit its size with the aidof client_max_body_size and to assign sufficient size for the buffer using

client_body_buffer_size.

e $r->request_body_file — method returns the name of the file, in which is stored the body of
the demand of client. The file must be removed on the completion of work. So that the body
of the request would always be written to the file, it is necessary to indicate
client_body_in_file_only on.

e $r->request_method — method returns the HTTP method of the request.

e $r->remote_addr - method returns IP address of client.

o $r->rflush - method immediately transmits data to client.

e $r->sendfile(file [, displacement [, length ]) - transfers to client contents of the file indicated.
The optional parameters indicate initial offset and length of transmitted data. Strictly the
transmission of data occurs only after the completion of the perl script.

e $r->send_http_header(type) - adds header to response. The optional parameter "type"
establishes the value of line "Content-Type" in the title of answer.

e $r->unescape(text) - decodes the text, assigned in the form %XX.

e $r->uri - returns request URL

References

Original Documentation

flv

flv

This module provides the ability to seek within FLV (Flash) files using time-based offsets.

AIRHSREFLV U IS E T RSB,
Module ngx_http_flv_module offers special handling of files it handles:

tEHngx_http_flv_modulef@ 4R IRAIS {4 LM R

adds FLV header to the requested file;
0 FLV SGERATSE,
transfers file, beginning from the displacement, specified in the request argument start=XXX.

B, NFFRRIRS | TEIBRSEPIERE start=XXX.

This module is not compiled by default and must be specified using the --with-http_flv_module
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argument to configure when compiling Nginx.

AERUNETERIFENginxBTN_E--with-http_flv_module.

fhlan

location ~ \.flv$ {

flv;
}

HttpGzipStatic

HttpGzipStatic

Before serving a file from disk to a gzip-enabled client, this module will look for a precompressed
file in the same location that ends in ".gz". The purpose is to avoid compressing the same file

each time it is requested.

T nEaReUERERE PRI MR , AMEPUSESKE B R NEGRY.gzE48 Y | LB R — 4 BXE
48,
ngx_http_gzip_static_module was introduced in nginx 0.6.24. You must enable support at compile

time:

nginx 0.6.24FF4&INA\ngx_http_gzip_static_module . #giFa0L:
.Jconfigure --with-http_gzip_static_module

fhlan

gzip_static on;

gzip_http_version 1.1;

gzip_proxied expired no-cache no-store private auth;
gzip_disable "MSIE [1-6]\.";

gzip_vary on;

PN
=54

gzip_static
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syntax:gzip_static onfoff

default:gzip_static off

context: http, server, location

Enables the module. You should ensure that the timestamps of the compressed and

uncompressed files match.

[EEMER, SEROZHROR E4EAIAR R S 4-AYRT A REPLES,

gzip_http_version
See NginxHttpGzipModule
gzip_proxied
See NginxHttpGzipModule
gzip_disable
See NginxHttpGzipModule

gzip_vary

See NginxHttpGzipModule

Randomlndex

RandomliIndex

Pick a random directory index from a directory.

MERFEE—TENERERS]. .
fogn:

location / {

random_index on;

}

HttpGeolP
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HttpGeolP

This module creates ngx_http_geoip_module variables based on the IP-address of the client

matched against the MaxMind GeolP binary files. This module appeared in nginx version 0.8.6.

ARiEHRNgx_http_geoip_modulefZEEFIPHEFTEIMaxMind GeolP i#HI3{4. X/ MERFFIAHIN

£nginx0.8.6,

Precondition B3¢

This module needs the geo databases and the library to read the database.

RS geo SR RTINS RS

# T &R EENIgeo_cityEiERE

wget http://geolite.maxmind.com/download/geoip/database/GeolLiteCity.dat.gz

# T EaEERgeo_coundtyBUERE

wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCountry/GeolP.dat.gz

#7xdebiandZ%libgeoip:
sudo apt-get install libgeoip-dev

#HERS , (RIS mFE— MR
wget http://geolite.maxmind.com/download/geoip/api/c/GeolP.tar.gz

fEcentosAI LA yumZEE:

yum install geoip
PRiE

.Jconfigure --with-http_geoip_module
f5uan

http {
geoip_country GeolP.dat;
geoip_city  GeoliteCity.dat;

PN
=54

geoip_country

syntax:geoip_country path/to/db.dat;

default: none

RIIEER B W2

- 118 -


http://www.maxmind.com/
http://www.maxmind.com/
http://www.kancloud.cn

Nginx XX E75 X1
context: http

The directive indicates the path to the .dat file used for determining the visitor's country from the
IP-address of the client. When set the module makes available the following variables:

dat:RETHIMNEAEIPHIER. JRiER THRRIEE

e $geoip_country_code; -EZRZRIRIRNZFE, 0, "RU", "US".
e $geoip_country_code3; - ERGMEI=1=FH, 4, "RUS", "USA".
e $geoip_country_name; -EZRZFR, U, "Russian Federation”, "United States".

If you only need the country's name, you can just set the geoip_country database(1.1M), while
the geoip_city database is much bigger(43M) and all the databses will be cached in memory.

WMRIFRFTEEZK , (RRFIREgeoip_countryZiEEE(1.1M), (EHRYIipEURE LK (43M)FHE M
HERNFHER.

geoip_city
syntax:geoip_city path/to/db.dat;
default: none

context: http

The directive indicates the path to the .dat file used for determining countries, regions and cities
from IP-address of the client. When set the module makes available the following variables:

dats)HRTHIRTLAIEIPFRIER. & , Hih. JEiHER TREE:

e $geoip_city_country_code; -EFRZRIRIFRNZFE, @0, "RU", "US".
$geoip_city_country_code3; - ERBIRI=1FE, @, "RUS", "USA".
$geoip_city_country_name; -EZRZ#R, 40, "Russian Federation”, "United States".
$geoip_region; - &
"Moscow City", "DC".

o $geoip_city; - HHBTR, 40, "Moscow", "Washington".
e $geoip_postal_code; - HFBERS.

zIN

, MEKX R (province, region, state, province, federal land, and the like), 41,

References

Original Documentation
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HttpReallp

This module lets to change the client's IP address to value from request header (e. g. X-Real-IP
or X-Forwarded-For ).

It is useful if nginx works behind some proxy of L7 load balanver, and request come from local IP,
but proxy add request header with client's IP.

This module isn't built by default, enable it with the configure option
--with-http_realip_module

User Note: "You will build a list of trusted proxies (see below) and the first IP in the header which
is not trusted will be used as the client IP." Source: README of the Apache module mod_extract .
Quite informative, about why and how this security feature is helpful.

Example:

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
real_ip_header X-Real-IP;

SRR

set_real_ip_from

syntax:set _real_ip_from [the address/CIDR]
default: none

context: http, server, location

This directive describes the trusted addresses, which transfer accurate address for the

replacement.

real_ip_header

syntax:real_ijp_header [X-Real-IP/X-Forwarded-For]
default:real ip_header X-Real-IP

context: http, server, location

This directive sets the name of the header used for transferring the replacement IP address.
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HttpSSL

This module enables HTTPS support.
It supports checking client certificates with two limitations:

e itis not possible to assign the list of the abolished certificates (revocation lists)

¢ if you have a chain certificate file (sometimes called an intermediate certificate) you don't
specify it separately like you do in Apache. Instead you need to add the information from the
chain cert to the end of your main certificate file. This can be done by typing "cat chain.crt >>
mysite.com.crt” on the command line. Once that is done you won't use the chain cert file for
anything else, you just point Nginx to the main certificate file.

By default the module is not built, it is necessary to specify that it be built with with the  --with-
http_ss|_module parameter to ./configure. Building this module requires the OpenSSL libraries
and include-files, often are the necessary files in separate packages.

The following is an example configuration, to reduce the CPU load it is recommended to run one

worker process only and to enable keep-alive connections:

worker_processes 1;

http {
server {
listen 443;
ssl on;

ssl_certificate  /usr/local/nginx/conf/cert.pem;
ssl_certificate_key /usr/local/nginx/conf/cert.key;
keepalive_timeout 70;

When using chain certificates, just append the extra certificates into your .crt file (cert.pem in the
example). Your own certificate needs to be on top of the file, otherwise key get a mismatch with

the key.
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Generate Certificates

To generate dummy certficates you can do this steps:

$ cd /usr/local/nginx/conf

$ openssl genrsa -des3 -out server.key 1024

$ openssl req -new -key server.key -out server.csr

$ cp server.key server.key.org

$ openssl rsa -in server.key.org -out server.key

$ openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

Configure the new certificate into nginx.conf:

server {

server_name YOUR_DOMAINNAME_HERE;

listen 443;

ssl on;

ssl_certificate /usr/local/nginx/conf/server.crt;
ssl_certificate_key /usr/local/nginx/conf/server.key;

Restart Nginx.

Now all ready to access using:

https://YOUR_DOMAINNAME_HERE

SRR

ssl

syntax:ss/ [on/off]
default:ss/ off
context:main, server

Enables HTTPS for a server.

ssl_certificate
syntax:ss/_certificate file

default:ss/_certificate cert.pem

RIIEER B W2
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context: main, server

Indicates file with the certificate in PEM format for this virtual server. The same file can contain
other certificates, and also secret key in PEM format. Since version 0.6.7 the file path is relative to
directory of nginx configuration file nginx.conf, but not to nginx prefix directory.

ssl_certificate_key
syntax:ss/_certificate_key file
default:ss/ certificate_key cert.pem
context:main, server

Indicates file with the secret key in PEM format for this virtual server. Since version 0.6.7 the
filename path is relative to directory of nginx configuration file nginx.conf, but not to nginx prefix
directory.

ssl_client_certificate
syntax:ss/ _client certificate file
default:none

context:main, server

Indicates file with certificates CA in PEM format, utilized for checking the client certificates.

ssl_dhparam
syntax:ss/_dhparam file
default:none
context:main, server

Indicates file with Diffie-Hellman parameters in PEM format, utilized for negotiating TLS session
keys.

ssl_ciphers

syntax:ss/_ciphers file

default:ss/_ciphers ALL:JADH:RC4+RSA:+HIGH: + MEDIUM: +LOW:+SSLv2:+EXP
context: main, server

Directive describes the permitted ciphers. Ciphers are assigned in the formats supported by
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OpenSSL, for example:

ssl_ciphersALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+ MEDIUM: +LOW:+SSLv2:+EXP;
Complete list can be looked with the following command:

openssl ciphers

ssl_crl
syntax:ss/ crl file
default:none
context: http, server

This directive (0.8.7+) specifies a file with the revoked certificates (CRL) in the PEM, which is used
to check for client certificates.

ssl_prefer_server_ciphers
syntax:ss/_prefer_server _ciphers [on/off]
default:ss/ prefer server ciphers off
context:main, server

Requires protocols SSLv3 and TLSv1 server ciphers be preferred over the client's ciphers.

ssl_protocols

syntax:ss/ protocols [SSLvZ2] [SSLv3] [TLSvI]
default:ss/ protocols SSLv2 SSLv3 TLSv1
context:main, server

Directive enables the protocols indicated.

ssl_verify_client
syntax:ss/_verify _client onfofflask
default:ss/_verify_client off
context:main, server

Directive enables verifying client certificates. Parameter 'ask' checks a client certificate if it was
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offered.

ssl_verify_depth
syntax:ss/_verify_depth number
default:ss/_verify_depth 1
context:main, server

Sets depth checking in the chain of client certificates.

ssl_session_cache

syntax:ss/_session_cache offlnone/builtin:size and/or shared:name:size
default:ss/ session cache off

context:main, server

The directive sets the types and sizes of caches to store the SSL sessions.
The cache types are:

e off -- Hard off: nginx says explicitly to a client that sessions can not reused.

e none -- Soft off: nginx says to a client that session can be resued, but nginx actually never
reuses them. This is workaround for some mail clients as ssl_session_cache may be used in
mail proxy as well as in HTTP server.

e builtin -- the OpenSSL builtin cache, is used inside one worker process only. The cache size is
assigned in the number of the sessions. Note: there appears to be a memory fragmentation
issue using this method, please take that into consideration when using this. See "References”
below.

e shared -- the cache is shared between all worker processes. The size of cache is assigned in
the bytes, 1 MB cache can contain about 4000 sessions. Each shared cache must have

arbitrary name. Cache with the same name can be used in several virtual servers.

It is possible to use both types of cache simultaneously, for example:
ssl_session_cache builtin:1000 shared:SSL:10m;

However, the only shared cache usage without that builtin should be more effective.

ssl_session_timeout
syntax:ss/_session_timeout time

default:ss/ session_timeout 5m
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context: main, server

Assigns the time during which the client can repeatedly use the parameters of the session, which
is stored in the cache.

This module supports several nonstandard error codes which can be used for debugging with the
aid of directive error_page:

e 495 - error checking client certificate
e 496 - client did not grant the required certificate
e 497 - normal request was sent to HTTPS

Debugging is done after the request is completely dismantled and are accessible via variables
such as $request_uri, $uri, $arg and others. Built-in variables Module ngx_http_ssl_module
supports several built-in variables:

$ssl_cipher returns the line of those utilized it is cipher for established SSL-connection

$ssl_client_serial returns the series number of client certificate for established SSL-connection

$ssl_client_s_dn returns line subject DN of client certificate for established SSL-connection

$ssl_client_i_dn returns line issuer DN of client certificate for established SSL-connection

$ssl_protocol returns the protocol of established SSL-connection

ssl_engine
syntax:ss/_engine

This allows specifying the OpenSSL engine to use, like Padlock for example. It requires a more
recent version of OpenSSL.

References

Original DocumentationSSL Memory Fragmentation and new default status for ssl_session_cache

StubStatustEig

StubStatust&if
XAMEHREEEHREINGinx B D REEIASKEI TAERS
SRR MR | BEEHRIOIHETENRIGHESEL --with-http_stub_status_module

A&
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location /nginx_status {

: # copied from http://blog.kovyrin.net/2006/04/29/monitoring-nginx-with-rrdtool/
: stub_status on;

: access_log off;

: allow SOME.IP.ADD.RESS;

: deny all;

j:b/s\
B~
e [#stub_status stub_status]

stub_status

&%k stub_statuson

E0AME: None

{YEFLEk: /ocation

BlEE— location Xigi/2F stub_status

"stub status” IR EIFPRHEEER mathopd's FIRHEEIRBIL. REFRKEELT !

Active connections: 291

server accepts handled requests

: 16630948 16630948 31070465
Reading: 6 Writing: 179 Waiting: 106

active connections -- 3R ACHERNIERESEL

server accepts handled requests -- nginx S3ELMET 16630948 N&ERE, FiIHEliE 16630948 Ixiz
F (UEBA=ERBLEMAY), R4 ET 31070465 MEK (FIEEIEFLET 1.8 8URIENK)

reading -- nginx EEEIEFimAIHeader(SE41
writing -- nginx IREI¥AZFigHIHeaderS R 2L

waiting -- FFig keep-alive BUIER T , X/MMEZFTF active - (reading + writing) , BEERENginxii
ELMERIFEFER T —RIEKIESHISE B &R

Examples

http://blog.kovyrin.net/2006/04/29/monitoring-nginx-with-rrdtool/
http://dev.2xlp.com/svn/nginx_config/trunk/conf/_rrd/README.txt
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HttpSubstitution

HttpSubstitution

This module can search and replace text in the nginx response. It is only available if the
--with-http_sub_module option

was specified for ./configure.
AR AT LAFEnginx BB M A E R AN B AR FERIENginxAY & AN _E--with-http_sub_module option

fogn:

location / {
sub_filter  </head>
'</head> <script language="javascript" src="$script"> </script>";
sub_filter_once on;

}

= PN
=54

sub_filter

syntax:sub_filter text substitution
default:none
context: http, server, location

sub_filter allows replacing some text in the nginx response with some other text, independently of
the source of the data. The matching is case-insensitive. Substitution text may contain variables.
Only one substitution rule per location is supported.

sub_filter FFEIREXERNZINXA ( 281 ) REEIEETER. Biavngats , —
location REE—NEHEALN.

sub_filter once
syntax:sub_filter once onjoff
default:sub_filter once on

context: http, server, location
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sub_filter_once off allows to search and replace all matching lines, the default is replacing only
the first one.

sub_filter once off FIFEINEEFTEILET | EMARBIE—1.

sub_filter_types

syntax:sub_filter_types mime-type [mime-type ...]
default:sub_filter types text/htm/

context: http, server, location

sub_filter types is used to specify which content types should be checked for sub_filter. The
default is only text/html.

sub_filter typesFBFAEER R sub_filtefN3EEL |, BN text/html.

References

Original Documentation

HttpDavizEiR

HttpDavigEik
XAMERATLAIHttp webDAV 140 PUT, DELETE, MKCOL, COPY #1 MOVE 753,

X MERAERANRZNER TAEHEEN |, (FREECRFENIEEUN TS :
./Jconfigure --with-http_dav_module

EeEsehl
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location / {
root /data/www;
client_body_temp_path /data/client_temp;
dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path on;
dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;

}
}

BEES

dav_access
syntax: dav_access user:permissions [users:permissions] ...
default: dav_access user:rw

context: http, server, location

XMESERMTFENBEREELIBIEN | a0 -
dav_access user:rw group:rw all:r;
WMRLE— " FFHSFTERPEENER |, user INMNSHFUSBVERET , W :

dav_access group:rw all:r;

dav_methods
syntax: dav_methods [off|put|delete|mkcol|copy|move] ...
default: dav_methods off

context: http, server, location

XMESRHTTFEEHTTPAIWebDAVRTTIE |, IREE/Soff EATERNZEEMETTI ( BZARE
) o

Put AiZBBIR3EEFINginx BYIRATSC4Sclient_body_temp_path TEE— Mo X EE.

H{ERPut FiEBIE— NI4T , BrsesEITiREdate header EEABIEHER.
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create_full_put_path

syntax: create_full_put_path on|off
default: create_full_put_path off

context: http, server, location

FOAMBRT | Put TiZRBEECHFERNEREEENM. AT Nginx UEEIXBRANESFIE AR,

GooglePerftools

GooglePerftools

This module enables Google Performance Tools profiling for workers. This module appeared in
nginx version 0.6.29.

By default the module is not built, it is necessary to enable its build with
.Jconfigure --with-google_perftools_module

at compilation time.

Example
google_perftools_profiles /path/to/profile;

Profiles will be stored as /path/to/profile.

K
google_perftools_profiles
syntax:google_perftools_profiles path

default:none

Directive specifies the base filename of profiles collected by Google Perftools profiler. The
workers PIDs will be appended to the specified base filename.

HttpXSLT
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HttpXSLT

This module is a filter which converts an XML response with the aid of one or more XSLT
templates.

This module was introduced in 0.7.8 and needs to be enabled via
.Jconfigure --with-http_xslt_module
Example:

location / {
xml_entities /site/dtd/entities.dtd;
xslt_stylesheet /site/xslt/one.xslt param=value;
xslt_stylesheet /site/xslt/two.xslt;

5%

xslt_entities
syntax:xm/_entities
default:no

context: http, server, location

Specifies the DTD file which describes symbolic elements (xml entities). This file is compiled at the
stage of configuration. For technical reasons it's not possible to specify entities in the XML being
processed, therefore they are ignored, but this specially assigned file is used instead. In this file it
is not necessary to describe structure of processed XML, it is sufficient only to declare necessary

symbolic elements, for example:

<l ENTITY of nbsp " ">

xslt_stylesheet
syntax:xs/t_stylesheet template [parameter|[[ parameter... ]] default:no
context: http, server, location

Specifies the XSLT template with its parameters. Template is compiled at the stage of
configuration. The parameters are assigned as shown:
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param=value

You can specify parameters either one per line, or separate multiple parameters with colon ( "

u,n

") If the parameter itself contains the character , escape itas “"%3A" . Furthermore, libxslt

requires that string parameters should be quoted by the single or dual quotation marks if they

contain non-alphanumeric characters, for example:
paraml="http%3A//www.example.com': param2=value2

It's possible to use variables as parameters, for example, the entire line of the parameters can be
substituted with one variable:

location / {
xslt_stylesheet /site/xslt/one.xslt
$arg_xslt_params

paraml="$valuel": param2=value2
param3=value3;

}

It is possible to specify several templates, in which case they would be chained together in the
order of their declaration.

xslt_types

syntax:xs/t_types mime-type [mime-type...]
default:xs/t_types text/xml/

context: http, server, location

Permit processing responses with specified MIME-types in addition to “text/xml” . If XSLT
output mode is HTML, then the response MIME-type changes to “text/HTML" .

HttpSecurelink

HttpSecureLink

This module computes and checks request URLs for a required security token. This module is not
compiled by default and must be specified using the

XAMERITEFIENURLE R PRI L SRR

XMERSBEOARIE | FERIENginx |, K/ERBRNEESE

RIHER B 1 -133 -
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--with-http_secure_link_module

argument to configure when compiling Nginx. Note that this module is only supported in nginx
version 0.7.18 and higher.
SRR BAEC & X MERIENginx 0.7.18 K LA AR #s74.

Example usage:

location /prefix/ {
secure_link_secret secret_word;

if ($secure_link = "") {
return 403;

}
}

j:b/\\

= evd

syntax:secure_link_secret secret word
default:none

context:/ocation

The directive specifies a secret word to verify requests. The full URL for a protected links follows
this form:

XMECPEH— N LEXRBFHREXIEK, TEIRFIFAIURLAITE !

/prefix/ hash/reference

hash is computed as as {FAMA5(&%','L2%8 K+ E
md5 (reference, secret_word);

prefix is the scope of the location block, and must not be '/'. secure_link can only be used in non-
root paths.

BIBRTAIRIGER , BXIREER . ReEERAAEHREREE,
e
$secure_link

Automatically set to the reference component of the URL, isolated from the prefix and hash. If the
hash is incorrect, an empty string is returned instead.
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Bang BERREIURLAIKEL, D FFaiZfIHASH, WISRHASHAIEH , BIREIZS=ZFFE.

HttpImageFilter

HttpImageFilter
Version: 0.7.54+

This module is a filter for transforming JPEG, GIF and PNG images. It is not enabled by default to
enable it, provide this option to ./configure when building nginx:
XMEIRAFDKIPEG , GIFMIPNGER, XNKBEIATTE | FERiENginxiEE./configureS 4Bt &

--with-http_image_filter_module

libgd is required to build and run the module. We recommend using the latest version of libgd.
RIFAIE TIXMER YR ibgdEE. T HEFERSRHRARLibgd.

Example Configuration

location /img/ {
proxy_pass http://backend;
image_filter resize 150 100;
error_page 415 = /empty;

}

location = /empty {
empty_gif;
}

59

image_filter

Syntax:/image_filter (test/sizefresize width height/crop width height)
Default:none

Context:/ocation

Specifies the type of transformation to apply to the image, one of the below:
FHRE R ESREET -

e test: checking that the response is indeed an image format JPEG, GIF or PNG. Otherwise, an
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error 415.

WAL« WS HRERE B U4 HIE SR8 IJPEG | GIF OR PNG, FHNREI4154EIR
e size: Gives information about the image in JSON format. For example,
R : iIREISONEHIB AEE. Hla0

{"img" : { "width": 100, "height": 100, "type": "gif" } }

Or if an error occurs,

BEIRAEER,
{

e resize: proportionally reduces the image to a specified size.

EEEA/N - AEREE R ENSERIRT

e crop: proportionally reduces the image to a specified size and trims extra edge.

& PIEIE R EAFERR TS ERID HER
image_filter_buffer
Syntax:/image_filter buffer size
Default: 1M
Context: http, server, location

Sets the maximum size for reading the image.

REIZHHHIRARRIRT
image_filter_jpeg_quality
Syntax:/image_filter jpeg_quality [0...100]
Default: 75

Context: http, server, location

Sets the rate of loss of information when processing the images as JPEG. The maximum
recommended value is 95.

ISEANEIPEGE F I E LS B MR AE RIS
image_filter_transparency

Syntax:/image_filter_transparency onfoff
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Default:on

Context: http, server, location

This directive allows you to disable image transparency in GIF and palette-based PNG to improve
image resampling quality.
XMESEHRXRAGIFE R AVEHE PNGE R RE

True color PNG alpha-channels are always preserved despite this setting.

BEXBPNGE R {RFRIRIRE

Note: Grayscale PNG's are untested, but should be handled as truecolor PNGs.

i1 . IREPNGEIRARHIRE | (BNIZBIFAEFEBPNGE H4tE

References

Original Documentation
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mailfs&ELR
mailid" 2
MailCore

MailCore

Nginx is able to handle and proxy the following mail protocols:
Nginx BEFEACERFICIRLA TS MR-

e IMAP
e POP3
e SMTP

IAE
nginx uses external HTTP-like server to learn which IMAP/POP backend it should connect to.
nginxHIIMAP / POPJRimbIBSUHTTPRSS 2RATIERE T 2.

nginx passes authorization information in HTTP headers:
nginx FEHTTPLE{EBIFANE R

GET /auth HTTP/1.0

Host: auth.server.hostname
Auth-Method: plain
Auth-User: user

Auth-Pass: password
Auth-Protocol: imap
Auth-Login-Attempt: 1
Client-IP: 192.168.1.1

The good response is:
IEERERNZE:
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HTTP/1.0 200 OK  # this line is actually ignored and may not exist at all iIX{TR] 854 2ER & A~] BEED
FE

Auth-Status: OK

Auth-Server: 192.168.1.10

Auth-Port: 110

Auth-User: newname # you may override the user name to login to a backend {FAILIEERFEER

[Sim

When authenticating with APOP for POP3, you must return Auth-Pass as well:
SHFEPOP3HR{EFHAPOPNNET |, {RUR [ERGIERERIAN T

HTTP/1.0 200 OK  # this line is actually ignored and may not exist at all

Auth-Status: OK

Auth-Server: 192.168.1.10

Auth-Port: 110

Auth-User: newname # you may override the user name to login to a backend

Auth-Pass: password # this must be the user's password in cleartext IXEM/RERMF A A ZR

The failed response is:

KHIEIRZ:

HTTP/1.0 200 OK  # this line is actually ignored and may not exist at all
Auth-Status: Invalid login or password

Auth-Wait: 3 # nginx will wait 3 seconds before reading Nginx{EisEEZ BIZEF3F)
# client's login/passwd again

PN
=

auth

Renamed to pop3_auth in 0.5.15

imap_capabilities

syntax:imap_capabilities“capabilityl " [“capability2” .. “capabilityN"]
default: "IMAP4" "IMAP4rev1” "UIDPLUS"

context:main, server

With this directive you can set the list of IMAP protocol extensions presented to the client upon
issuing the IMAP command CAPABILITY. STARTTLS is automatically added if you enable the
starttls directive.

(ERAX IR SIRAILUREIMAPIIMY GRS RIARIZ Fin EAIIMAPRIas<S CAPABILITY, WNSR{RER
T STARTTLSHBASTARTTLSas & EEN0N.
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The current list of standardized IMAP expansions is published on www.iana.org.

WMEFRT HAFRERIMAPY B & ffEwww.iana.org k.,

mail {
imap_capabilities NAMESPACE SORT QUOTA;
}

Will the defaults be also set, I haven't see this in the source?! (al 2007-05-11)
XMEETEIAT ? HERLSHIREET !

imap_client_buffer

syntax:imap_client_buffer size

default:4K/8K

context:main, server

With this directive you can set the read buffer for IMAP commands. The default value is equal to
the size of a page (this can be either 4K or 8K depending on the platform).

listen
syntax:/istenaddress:port [ bind ]
default:no

context:server

The directive specifies the address and port, on which the server accepts requests. It is possible
to specify address or port only, besides, an address can be the server name, for example:

SRS EREIOEKEY | XFEESEEEU RO, XN asERAMEIEE RO , B35, HUETEERRS
#x4 , fuan

listen 127.0.0.1:8000;
listen 127.0.0.1;

listen 8000;
listen *:8000;
listen localhost:8000;

IPv6 address(>=0.7.58) are set in square brackets:

listen [::]:8000;
listen [fe80:1];
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In directive listen it is possible to indicate the system call bind(2).

listenfE S ETREERERAE SRS bind.

bind -- indicates that it is necessary to make bind(2) separately for this pair of address:port. If
several directives listen with identical port but with different addresses and one of the directives
listen to all addresses for this port (.port) then Nginx will make bind(2) only to *port. In this case
the address is determined by the system call getsockname().

bind -- bind}ESEIEGEE—XT WAl : i [], MIRZE TGS BT AU ATEITA iR , 55— T8 8
Y BRI A ) (mS) |, IXERRENGINXISTEHIT bindly *imS XFRNEIIRBER RS m<S
getsockname()gYE.

pop3_auth

syntax:pop3_authplain] [apop] [cram-md5]

default:p/ain

context: main, server

With this directive you can set the permitted methods of authentication for POP3 clients:
ERIXSIESRAI LIS BRIEPOP3E FimAYIIE /A

e plain - USER/PASS , AUTH PLAIN , AUTH LOGIN

e apop - APOP

e cram-md5 - AUTH CRAM-MD5

pop3_capabilities

syntax:pop3_capabilities"capabilityl” ["capability2” .. “capabilityN"]
default: "TOP" "USER" "UIDL"

context: main, server

With this directive you can set the list of POP3 protocol extensions presented to the client upon
issuing the POP3 command CAPA. STLS is automatically added if you enable the starttls directive
and SASL is added by the directive auth.

(EFRAXSIESIRAILIRE POP3 1Y FIRFKY RIAZFin ERIPOP3as<SCAPA,  UNSRIREMA T starttls
ESSTLSKE=BanIn , @idauth , SASLEZIGHEIRIN.

protocol
syntax:protocol[ pop3 [ imap [ smtp ] ;

default:/MAP
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context:server

This directive set the protocol for this server block.
XFIECIRE T RS SRERATINY

> server

syntax:server {...}

default:no

context:mail

Directive assigns configuration for the virtual server.

B EEURS 2 HECE

There is no clear separation of the virtual servers ip-based and name-based (the value of the line
"Host" header in the request).
XEAX S ETIPRIEIIRS SAE T RRIEIIRSS=F ( Hostis NIEKLHERIG )

Instead of this by directives listen are described all addresses and ports, on which it is necessary
to assume connections for this server, and in directive server_name are indicated all names of
servers. Example configurations are described in tuning of virtual servers.

A LA AN listentESHIA 7 EEIRSS 2SR IR NG O] |, FZKSZIESHIserver_name /R TFTE
RIARSSeRansE. B0 LATECERIA T RIS 2=A0EE

server_name

syntax:server_name namefqdn_server_host

default: The name of the host, obtained through gethostname()
context:mail, server

Directive assigns the names of virtual server, for example:

server {
server_name example.com www.example.com;

}

The first name becomes the basic name of server. By default the name of the machine
(hostname) is used. It is possible to use " " for replacing the first part of the name:

BT EHHEN RS a5 B 15 RS ERA BT 25 S (B, X TNERTEERATNE.
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server {

server_name example.com *.example.com;

}

Two of the given name of the above example can be combined into one:

2MEERIZIAEA LBIOIF PR EFR—

server {
server_name .example.com;

}

The basic name of server is used in an HTTP redirects, if no a "Host" header was in client request
or that header does not match any assigned server_name. You can also use just " " to force Nginx
to use the "Host" header in the HTTP redirect (note that ™ cannot be used as the first name, but
you can use a dummy name such as " " instead):

HTTPEEAIH(EH TIRS S5 BAET , MREFimERKFiRA "host "LatZ =LA cHliEserver_name. (/75
LUERE “* " FEFINGInkfEH T TPEER (& "Host 5L (178 : " " TBEEN B —m aTLUEHE "X
=)

server {
server_name example.com *;

}

server {
server_name _ *;

}

smtp_auth

syntax:smtp_authflogin] [plain] [cram-md5] ;
default:/ogin plain

context:main, server

With this directive you can set the permitted methods of authentication for SMTP clients:
FERAX N EIREILARE SMTPE FimiIieiE /7%

e login - AUTH LOGIN
e plain - AUTH PLAIN
e cram-md5 - AUTH CRAM-MD5

smtp_capabilities

syntax:smtp_capabilities “capabilityl” [ “capability?” .. “capabilityN” ]
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default:no
context: main, server

With this directive you can set the list of SMTP protocol extensions presented to the client upon
issuing the EHLO command. This list is automatically extended by the methods enabled with the
directive smtp_auth.

ERXFIESRATLUKESMTPINYY RIIE RV Fin@id EAEHLOE < [EAsmtp_authfE XM
ST

The current list of standardized SMTP expansions is published on www.iana.org . IEFRERISMTF
I RYIZR AR EWWW.iana.org

so_keepalive
syntax:so_keepaliveonfoff.
default:off

context:main, server

With this directive you can set the socket SO_KEEPALIVE option for the connection to the
IMAP/POP3 backend. In FreeBSD the keepalive option is used for all connections and can be
turned off through setsockopt no (see sysctl net.inet.tcp.always_keepalive).

BT IX SIS IRATLIR E socketiZEZIMAP / POP3#JSO——KEEPALIVE%IR, EFREEBSDHXA
keepalive((RIFFE) IEIEFTBREEPEBRGT Bl LAEAsetsockopt noXi,

timeout
syntax:timeoutmilliseconds;
default:60000
context:main, server

With this directive you can set the time out for proxied connections to the back end.
ERXFIESRAILIRE IS ZATERTRTE]

MailAuth

MailAuth

Example configuration
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&z

auth_http localhost:9000/cgi-bin/nginxauth.cgi;
auth_http_timeout 5;
}

= PN
=54

auth_http
syntax:auth_httpURL
default:no
context:mail, server

With this directive you can set the URL to the external HTTP-like server for authorization. A
description of the protocol can be found here .
(ERAXFIEIRAILUREURLGHTTPIRSS 2R ABERYIGIE. 1M AARTLAE iXE

auth_http_header

syntax:auth_http_headerheader value
default:no
context: mail, server

With this directive you can add a HTTP header and value during the identification process. This
makes it possible to use a shared secret to ensure that the request was answered by nginx.
(ERAX IR RAILARIIHTTPLANERIGIEHZES, X MEEE LARHEEZ LR AREREEINginxaIIE
N

For example:

auth_http_header X-NGX-Auth-Key "secret_string";

auth_http_timeout
syntax:auth_http_timeoutmilliseconds;
default: 60000

context:mail, server

With this directive you can set the time out for authentication process.
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(FERIXFIES R LUK B IEHFZAYERT A E]

MailProxy

MailProxy

Nginx can proxy IMAP, POP3, and SMTP protocols.
Ngina] LUMRIBIMAP , POP3F1SMTP1Y

PN
=54

pProxy

syntax:proxyon [ off
default:off
context: mail, server

With this directive you can enable or disable the proxy for mail.
(EAXFIE AR LAFF R R0 KRR

proxy_buffer
syntax:proxy_buffersize
default:4K/8K

context: mail, server

With this directive you can set the buffer size for the proxy connection. The default value is equal
to the size of a page (this can be either 4K or 8K depending on the platform).
ERAXFERALIRENEBEENEFAN. BOAMEARAENA/NXMRE SN ERsER4KEE
8K)

Proxy_pass_error_message
syntax:proxy_pass_error_messageon [ off
default:off

context: mail, server

With this directive you can pass authentification error messages obtained from the backend back
to the client. Usually if authorization in nginx passed successfully then the backend cannot return

RIIEER B W2 - 146 -


http://www.kancloud.cn

Nginx A E 3
errors back to the client.

BIYIXFIESRAILMESEFin RN EiniAERI0IEHERE S BB IR AR EER B R EIZE i,

But for some POP3 servers errors in response to correct password is a regular behavior. For
example CommuniGatePro notifies user about overcrowding of the mailbox (or other events)
periodically issuing an error in authorization. In this case is worth indicating proxy_error_message
on.

(BE7EPOP3IRSEHEIREAREED, AlElCommuniGatePro @3 IGIER BIHRFERILFEEFHAIEIR
KEMAR  XENREEREEERBEENA.

proxy_timeout
syntax:proxy_timeouttime
default:24h

context:mail, server

With this directive you can set the timeout for the proxy connection.
ERAXFIERAT IR ENEEZAVER A,

xclient
syntax:xclienton [ off
default:on
context:mail, server

With this directive you can enable or disable the command XCLIENT with the connection to SMTP
backend. This allows the backend to enforce limitations on the client based on IP/HELO/LOGIN.
[FARIXEIESREI AT B EE X a5 S XCLIENTAISMTPjgimiEE X ME S Rimas] =T LAEIZIP / HELO /
LOGINBREZ i

If xclient is enabled then nginx first transfers to the backend:

AR xclient 5 , nginxE SotEiazlfSin
EHLO server_name
Then:

XCLIENT PROTO=ESMTP HELO=client_helo ADDR=client_ip LOGIN=authentificated_user NAME=[UN
AVAILABLE]
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MailSSL

MailSSL

This module ensures SSL/TLS support for POP3/IMAP/SMTP. Configuration is practically identical
to the configuration of the HTTP SSL module, but checking client certificates is not supported.
XAMEBEFPOP3 / IMAP / SMTPETLAERISSL / TLS.EEBELEX THTTP SSLERR , (BEARSIFER
U WA o

ssl

syntax:ssion [ off
default:ss/ off
context:mail, server

Enables SSL/TLS for this virtual server.
FEEMIRSESHEASSL / TLS

ssl_certificate
syntax:ss/_certificatefile
default:cert.pem
context:mail, server

Indicates file with the certificate in PEM format for this virtual server. The same file can contain
other certificates, and also secret key in PEM format.

BREPAIRSS 8% ERIPEMIEZURSIER M. RA—XHA A2 EMASIEBE S PEMBTIRNZ 2.

ssl_certificate_key
syntax:ss/_certificate_keyfile
default:cert.pem
context:mail, server

Indicates file with the secret key in PEM format for this virtual server.

ERERSEPPEMIBR L LI

ssl_ciphers

syntax:ss/_ciphers fileciphers
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default:ALL:/ADH:RC4+RSA:+HIGH:+ MEDIUM:+LOW:+SSLv2:+EXP

context: mail, server

Directive describes the permitted ciphers. Ciphers are assigned in the formats supported by
OpenSSL.
IBSHEAR T BIFRISSL chiphers.chiphersgB# (s T OpenSSLEZ IR .

ssl_prefer_server_ciphers
syntax:ss/_prefer_server _cipherson [ off
default: off

context: mail, server

Requires protocols SSLv3 and TLSv1 server ciphers be preferred over the client's ciphers.
FESSLV3MNY, TLSV] BRSS 88im K AT = Fin&hig

ssl_protocols

syntax:ss/ protocols[SSLv2] [SSLv3] [TLSv1]
default:SSLv2 SSLv3 TLSv1

context: mail, server

Directive enables the protocols indicated.

ESERIY

ssl_session_cache
syntax:ss/_session_cache[builtin[:size [shared:-name:size]
default:builtin:20480

context:mail, server

The directive sets the types and sizes of caches to store the SSL sessions.
IEIRE 7 RBNEFMESSL SENEFIIRIN

The cache types are:

2 Sicy

e builtin -- the OpenSSL builtin cache, is used inside one worker process only. The cache size is
assigned in the number of the sessions.
builtin -- OpenSSLABRERE XM RERBBLIFHE PR X NMEFANERTRIERNTEL

e shared -- the cache is shared between all worker processes. The size of cache is assigned in
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the bytes, 1 MB cache can contain about 4000 sessions. Each shared cache must have

arbitrary name. Cache with the same name can be used in several virtual servers.
shared -- XMEFHRATE TIFHELZE XMEFANEFOIRR, IMEFET LIE 2 X2940000 =
g, BPMHEERFHETENRTR. BRBTIEFET LSS MRS 6ER.

It is possible to use both types of cache simultaneously, for example:
A REEIREA2hEERE T | Al

ssl_session_cache builtin:1000 shared:SSL:10m;

However, the only shared cache usage without that builtin should be more effective.

M, HERERBEREPEF ZIMERZA BEr - E B FHIER.

ssl_session_timeout
syntax:ss/_session_timeouttime
default:5m

context:mail, server

Assigns the time during which the client can repeatedly use the parameters of the session, which

is stored in the cache.

EEAPEFinES ERNSESSREEEERTT.

starttls

syntax:startt/s on [ off [ only
default:off

context:mail, server

e on - permit the use of commands STLS for POP3 and STARTTLS for IMAP/SMTP
on - BYFEPOP3HRISTLSESFIIMAP / SMPTERAYSTARTTLS#54

e off - do not allow command STLS/STARTTLS
AZBVF STLS / STARTTLS#4

e only - announce STLS/STARTTLS support and require that clients use TLS encryption
only - Efix#F STLS / STARTTLSERREEEFin{EATLSINE
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nginxfEwindows_AYZ2aE

nginxfEwindows_EHyZ%E
ST

L8
BENRAFENgiInX php,mysal (IABEIALE)
nginx.orgwww.php.net FEIEET

SERE K

PhpEATFRUEEH ( FHERRERAL )
2.BEE&nginx

REEH—1T ( nginx/conf/nginx.conf)

fastcgi_param SCRIPT_FILENAME d:/nginx/html/$fastcgi_script_name;

HEIRX—TEN SR RFREN IR (1BNEETLIBTRT )
3BT

SEizfTphp

f&F) 1517) cmd

ZlphpArEBRIZTT MEAR
php-cgi.exe -b 127.0.0.1:9000 -c php\php.ini

Hiz{Tnginx
EinginxFrEER

nginx.exe -¢ conf\nginx.conf

XiEERtok T .
ANHEER B W&
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win FEJLASEFINPMservEEIE A

by afen.cn

nginx{Efreebsd Y%

nginx{Efreebsd_Fiy%e%E

— | REVERE MySQL+PHP+Pcre

cd /usr/ports/database/mysql50-server && make install clean
cd /usr/lang/php5/ && make install clean %3 Fcgi mysqlERISHF
cd /usr/devel/pcre && make install clean

Hports&%E /usr/ports/www/nginx, make install clean
—. Fr—"MastcgifViiA , kBlighttpd

1) cd /usr/ports/www/lighttpd

2) make

3) cp /usr/ports/www/lighttpd/work/lighttpd-1.4.18/src/spawn-cgi /usr/bin
4) make clean

=. EREEH:

1,/usr/local/etc/nginx/nginx.conf:
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user www www;
worker_processes 10;
error_log /usr/local/etc/nginx/logs/nginx_error.log crit;
worker_rlimit_nofile 51200;
events
{
use epoll;
worker_connections 51200;
}
http
{
include conf/mime.types;
default_type application/octet-stream;
charset gb2312;
server_names_hash_bucket_size 128;
keepalive_timeout 60;
tcp_nodelay on;
gzip on;
gzip_min_length 1k;
gzip_buffers 4 8k;
gzip_http_version 1.1;
gzip_types text/plain application/x-javascript. text/css text/html application/xml;
server
{
listen 80;
server_name www.test.com;
index index.html index.htm index.php;
root /usr/local/www/data/;
location ~ .*\.php?$
{
include fcgi.conf;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
}

log_format access '$remote_addr - $remote_user [$time_local] "$request” '
‘$status $body_bytes_sent "$http_referer"

"$http_user_agent” $http_x_forwarded_for";

access_log /usr/local/nginx/logs/access.log access;

}
}

2 Feiphp.inifIEEEAF cgi.fix_pathinfo=1 X#php-cgiFFREIEFEFEFSCRIPT_FILENAMEXMNEEE,

3 miBfcgi.confSX{E AN
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fastcgi_param GATEWAY_INTERFACE CGl/1.1;
fastcgi_param SERVER_SOFTWARE nginx;

fastcgi_param QUERY_STRING $query_string;
fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;

fastcgi_param REQUEST_URI $request_uri;

fastcgi_param DOCUMENT_URI $document_uri;

fastcgi_param DOCUMENT_ROOT $document_root;

fastcgi_param SERVER_PROTOCOL $server_protocol;

fastcgi_param REMOTE_ADDR $remote_addr;

fastcgi_param REMOTE_PORT $remote_port;

fastcgi_param SERVER_ADDR $server_addr;

fastcgi_param SERVER_PORT $server_port;

fastcgi_param SERVER_NAME $server_name;

# PHP only, required if PHP was built with --enable-force-cgi-redirect
#fastcgi_param REDIRECT_STATUS 200;

UN=))
1, Bzhfcgi

/usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -u www -f /usr/local/bin/php-cgi

SE5ER:

-f iEEAFFastCGINNHEINHITIZRAIE | IRIERZ LFRAPHPHEREMRZE

-a 4f7EEtestaddr

-p 4BER iz O port

-s 4FEFunix socketfyi&iZpath

-C I8P 4 HIFastCGIRUATESL . BRIASRS5 ({(XFBEFPHP)

-P 1EEF - RUHFERIPID SRR

-ufll-g FastCGUFRHAEM (-u BF -g BFPAH ) 1517 , Ubuntu T LAERwww-data , EfttAIRIEE
ECE |, #nobody, apacheZ

R IIAR
1) ee /usr/bin/php-fastcgi

#1/bin/sh

/usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -u www -f /usr/local/bin/php-cgi
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2) ¢ hmod 755 /usr/bin/php-fastcgi

3) ee /usr/local/etc/rc.d/init-fastcgi

#!/bin/bash

PHP_SCRIPT=/usr/bin/php-fastcgi
RETVAL=0

case "$1" in

start)

$PHP_SCRIPT

RETVAL=$?

stop)

killall -9 php

RETVAL=$?

restart)

killall -9 php

$PHP_SCRIPT

RETVAL=$?

*)

echo "Usage: php-fastcgi {start|stop|restart}"
exit 1

esac
exit $RETVAL

4) chmod 755 /usr/local/etc/rc.d/init-fastcgi

2,[3snginx
nginx -t -c /usr/local/etc/nginx/nginx.conf iXEEEEIEH
MRFRERLATHRITEE | BHBCE X F1ER :

the configuration file /usr/local/etc/nginx/nginx.conf syntax is ok
the configuration file /usr/local/etc/nginx/nginx.conf was tested successfully

[Bah:
nginx -c /usr/local/etc/nginx/nginx.conf
FBshiEannN/etc/rc.conf

nginx_enable="YES"
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nginx2#L:

*

*c 79 Nginx I8E—PMECEN Y | KAEBTRERT,

-tRIETT , THXHECES . nginx IGHRBEEEXHINEEERYE | A= FEE XGRS IA

EIRISTH,
-VEE7R nginx HIRRA,
-VE/R nginx BIRRA , RiFEShRAFIECESEL,

nginxfEubuntu_tA9ZAE

nginx{Eubuntu %%

1. Z%ENginx
apt-get install nginx

( ERFTRA T E T RmIFIE )

RTNIZBEIERIZT Y. WRZAIERAPACHEEN FimM. . . BWEERE

apt-get remove apache2
/etc/init.d/nginx stop
/etc/init.d/nginx start

2. LT&php-cqi
apt-get install php-cgi
( BEREMNZERRFE )

3. Hphp-cgifVEcE

Ubuntu2&/etc/php5/cgi/php.ini
ZREZREI phpiiFaSEHlapachefIECE 4
FTFFcgi.fix_pathinfoiEIn :

cgi.fix_pathinfo=1;

4. MNginxifastcgitEiESs

UbuntuT2&/etc/nginx/fastcgi_params
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MANIZELIREN T , AEEARSH NEE

ae:

fastcgi_param QUERY_STRING $query_string;

fastcgi_param REQUEST_METHOD $request_method;

fastcgi_param CONTENT_TYPE $content_type;

fastcgi_param CONTENT_LENGTH $content_length;fastcgi_param SCRIPT_NAME $fastcgi_script_name;

fastcgi_param REQUEST_URI $request_uri;

fastcgi_param DOCUMENT_URI $document_uri;
fastcgi_param DOCUMENT_ROOT $document_root;
fastcgi_param SERVER_PROTOCOL $server_protocol;
fastcgi_param GATEWAY_INTERFACE CGI/1.1;
fastcgi_param SERVER_SOFTWARE nginx/$nginx_version;
fastcgi_param REMOTE_ADDR $remote_addr;
fastcgi_param REMOTE_PORT $remote_port;
fastcgi_param SERVER_ADDR $server_addr;
fastcgi_param SERVER_PORT $server_port;

fastcgi_param SERVER_NAME $server_name;

# PHP only, required if PHP was built with —enable-force-cgi-redirect
fastcgi_param REDIRECT_STATUS 200;

5. BIEVHostELE (XEXRiEUbuntu ™Y , BFESEFMIBE R XXHBERIXENT )
f£/etc/nginx/sites-available/ T8 IRSZ 5t & G ELaImyserver

In -n /etc/nginx/sites-available/myserver /etc/nginx/sites-enabled/myserver

HoriE EiEeIE Eenabled BEtHiQARL - , -
SESSE

ae:
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server {

listen 80;

server_name myserver.com;

access_log /var/log/nginx/myserver.access.log;location / {
root /wwwroot/myserver;

index index.php;

autoindex off;

}

location ~ \.php$ {

include /etc/nginx/fastcgi_params;

fastcgi_param SCRIPT_FILENAME /wwwroot/myserver/$fastcgi_script_name;
fastcgi_pass 127.0.0.1:9000;

fastcgi_index index.php;

}

# redirect server error pages to the static page /50x.html
error_page 500 502 503 504 /50x.html;

location = /50x.html {

root /var/www/nginx-default;

}

# deny access to .htaccess files, if Apache’ s document root
location ~ /\.ht {

deny all;

}

}

6. L&Espawn-fcgi

THARIXE , XRASEMTHFK T
http://redmine.lighttpd.net/projects/spawn-fcgi/wiki
TR EmE

sudo ./configure —prefix=/usr/local
sudo make
sudo make install

7. Bfispaw-fcgi

sudo spawn-fcgi -a 127.0.0.1 -p 9000 -u www-data -g www-data -f /usr/bin/php5-cgi -F 10

1% , 3EE10HEA R AT LIEGEEGZEINZI100

8. EENginx
/etc/init.d/nginx restart

9. EX TFhostsfta] LAELSERM
Y8/ etc/hostsiON
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127.0.0.1 myserver.com

REFIFRN GRS e LAB 5 5R M ~
BlERBIEY ~ ~

nginx{Efedora_tbH9Z%aE

nginx{tfedora 9%
JFEE
TENginGRHAFRAY , Z2Ephp-cig,iklighthttpAYspawn-fcgixsEi#

L RyumBELRFHRAVRMG
#yum install -y php php-cgi nginx lighttpd-fastcg
2 AR php-coif MR ERCE Y
# vim /etc/nginx/fastcgi_params
MALUTRS , FHEZMHEE/SENEY | AILARE 0777

astcgi_param GATEWAY_INTERFACE CGI/1.1;
fastcgi_param SERVER_SOFTWARE nginx;
fastcgi_param QUERY_STRING $query_string;
fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

fastcgi_param SCRIPT_NAME $fastcgi_script_name;
fastcgi_param REQUEST_URI $request_uri;
fastcgi_param DOCUMENT_URI $document_uri;
fastcgi_param DOCUMENT_ROOT $document_root;
fastcgi_param SERVER_PROTOCOL $server_protocol;
fastcgi_param REMOTE_ADDR $remote_addr;
fastcgi_param REMOTE_PORT $remote_port;
fastcgi_param SERVER_ADDR $server_addr;
fastcgi_param SERVER_PORT $server_port;
fastcgi_param SERVER_NAME $server_name;

# PHP only, required if PHP was built with —enable-force-cgi-redirect
fastcgi_param REDIRECT_STATUS 200;

3 {FEspawn-fcgiskiztlphp-fastcqifUiHiz
AR HER B 1952

HITEE
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# /usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -C 200 -u nginx -g nginx -f /usr/bin/php-cgi

Heh , affEaoitbit , pRiwO

-CEPHPCGIHUHTZE, — R IRIEE CIREZB|IIATTEANKE |, 4GHRSSES | ANRELHWEBSERVERAY , BJLA
BE2004E5

4 EhNserver

# vim /etc/nginx/nginx.conf
server{
listen 80;
server_name pylong.com [www.pylong.com](http://www.pylong.com/);#ZM&#8 , BTI&E DT
index index.html index.php index.htm;
root /var/www/pylong.com;
location ~ .*.php$
{
include /etc/nginx/fastcgi_params;
fastcgi_pass 127.0.0.1:9000;

}
}

—YEIHFANconfiIREIFESEnginkiIER | LAIRIBXRER
—ERETR

yumZEAInginx, #8Xd5< :servie nginx start|stop|reload
IBNginGHRINEIRFBENIREE : chkconfig nginx on

Hep |, agbEaitsit , pRina

-CEPHPCGIHUHTZE, — R IRIEE CIREZSB|IIATTEANKE |, 4GHRSSES | ANREHWEBSERVERRY , BJLA
BE2004E5

4 EhNserver
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# vim /etc/nginx/nginx.conf
server{
listen 80;
server_name pylong.com [www.pylong.com](http://www.pylong.com/);#ZM&4# , BTI&E DT
index index.html index.php index.htm;
root /var/www/pylong.com;
location ~ .*.php$
{

include /etc/nginx/fastcgi_params;
fastcgi_pass 127.0.0.1:9000;

}
}

—YEIHFANconfiIREIFESEnginkIER | LAIRIBXRER
—ERETR

yumZEAInginx, #8Xd5< servie nginx start|stop|reload
IENginGHRINEIRFEENIREE : chkconfig nginx on
1tspawn-fcgifE R A B NE60.

vim /etc/rc.loal

EXHREINLE
# /usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -C 200 -u nginx -g nginx -f /usr/bin/php-cgi

AR phphYsession <A , —R&ZEE 9 /var/lib/php/sessioniXP BRI TFnginx A~ 85 |, IBEMBE
BanginxiBN AR 2&BF4E

e S AR http://www.pylong.com/?p=6

nginx php-fomZ&EELE

nginx php-fpmZiEie =S

NgiNXABAEELIEPHP , ERE M webfRSS:E | HIRWENEXKE | MREphpiaxk , ML phpf#iEssit
B, FHEERRELSLE iR,

nginx—RREIBE R & fastcgi BIRHHFEAME |, fascgiBIRHRIER Qi HHEMBE R FHREENgINX

AL php-fpmAGINEINEEnginxsz35PHP
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—. HiFELEphp-fpm

HAEPHP-FPM
PHP-FPM2—\PHP FastCGIETEss , R RATFPHPAY,BILAITE http://php-fpm.org/download FE5Z.

PHP-FPMESLEPHPRIBHI—MINT |, E1EEFastCGIATEEIRESHPHPEH, KB EpatchZIfR
RYPHPIRAEE |, TE4RIFLPHPR A RILUER,

FhRPHPEZEERiphp-fpmT , RBRF=SMIET , #EEFEA. PHP-FPMIEM T EIFRIPHPHZETE
B TUERSHINERHE. AEEESPHPES | thspawn-fegiBEESA , FIRPHPES
KRT. 7£./configurefIAt{E —enable-fomS#BIRIFEPHP-FPM , HES#ERECEphplY , BIK
BEINE XA UEEXE,

TERBIES
centos FHT

yum -y install gcc automake autoconf libtool make
yum -y install gcc gcc-c++ glibc

yum -y install libmcrypt-devel mhash-devel libxslt-devel \

libjpeg libjpeg-devel libpng libpng-devel freetype freetype-devel libxml2 libxml2-devel \
zlib zlib-devel glibc glibc-devel glib2 glib2-devel bzip2 bzip2-devel \

ncurses ncurses-devel curl curl-devel e2fsprogs e2fsprogs-devel \

krb5 krb5-devel libidn libidn-devel openssl openssl-devel

FhRphp-fpmZZE (HEELIETTT)

wget http://cn2.php.net/distributions/php-5.4.7.tar.gz

tar zvxf php-5.4.7 tar.gz

cd php-5.4.7

.Jconfigure --prefix=/usr/local/php --enable-fpm --with-mcrypt \
--enable-mbstring --disable-pdo --with-curl --disable-debug --disable-rpath \
--enable-inline-optimization --with-bz2 --with-zlib --enable-sockets \
--enable-sysvsem --enable-sysvshm --enable-pcntl --enable-mbregex \
--with-mhash --enable-zip --with-pcre-regex --with-mysql --with-mysqli \
--with-gd --with-jpeg-dir

make all install

~~|BhRFaFT#M T php-fpm%EE ( |HREFERIRE Y | ASKFRAIE , XBHANEDR)

wget http://cn2.php.net/get/php-5.2.17 tar.gz

wget http://php-fpm.org/downloads/php-5.2.17-fpm-0.5.14.diff.gz

tar zvxf php-5.2.17.tar.gz

gzip -cd php-5.2.17-fpm-0.5.14.diff.gz | patch -d php-5.2.17 -p1

cd php-5.2.17
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.Jconfigure --prefix=/usr/local/php -with-config-file-path=/usr/local/php/etc\

-with-mysql=/usr/local/mysql\

-with-mysqli=/usr/local/mysql/bin/mysql_config -with-openss| -enable-fpm -enable-mbstring\
-with-freetype-dir -with-jpeg-dir -with-png-dir -with-zlib-dir -with-libxml-dir=/usr -enable-xml\
-with-mhash -with-mcrypt -enable-pcntl -enable-sockets -with-bz2 -with-curl -with-
curlwrappers\

-enable-mbregex -with-gd -enable-gd-native-ttf -enable-zip -enable-soap -with-iconv -enable-
bcmath\

-enable-shmop -enable-sysvsem -enable-inline-optimization -with-ldap -with-ldap-sasl -enable-
pdo\

-with-pdo-mysql

make all install~~

A ERf A AR eI A ZZephp-fom , REERBHIE/usr/local/phpERT

LA E#iSemk T php-fpmiy<is.

TEEXNphp-fpmizfTRAFPRTRE

cd /usr/local/php
cp etc/php-fpm.conf.default etc/php-fpm.conf
vi etc/php-fpm.conf

user = www-data
group = www-data

WNRwww-datafFiFPAFE |, B4R Ilwww-dataFa—

groupadd www-data
useradd -g www-data www-data

—. fmiEZEEnginx

RIEEIRhttp://www.nginx.cn/install ZZEnginx

=. EBinginxEEEX LA php-fpm

NgQiNXZi=5TAlfa | 1E8InginxBC& /49, nginx.conf

HrpserverBIEINAI TR E | (FRIMINBEE | BUSEHIINo input file specified iR
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# pass the PHP scripts to FastCGI server listening on 127.0.0.1:9000
#

location ~ \.php$ {

root htmil;

fastcgi_pass 127.0.0.1:9000;

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

include fastcgi_params;

}

M. fUEliphpZ4
BlliZphp32f4
7£/usr/local/nginx/htmI T gliEindex.phpX{4 , BIAMITHE

<?php
echo phpinfo();

?>

h. BEERS

BEzfiphp-fpmnginx

/usr/local/php/sbin/php-fpm
#FahFI# T BEsh7350/ usr/local/php/sbin/php-fpm start

sudo /usr/local/nginx/nginx

php-fomXAEENXEERE
S XIESEgIAIE]
ialalhttp://{RBVBRSS28ip/index.php , EERILAZEIphpEE T .

[Eranm Lizem SH-1TE-07-12-01T £ 8 B-T-pmericpes S-Ubanin S0F Fri e @ 8 3000
WTC 2011 858

Failld Bais !. 2L TWE 1%oE

Comiagare " fombigary’ | —prfudfarfleliy’ | —mblebatep’ ' —nbiesogl’ '—

FoN——— wnablambarring C ol adleplt o Greal o diskle g ssakliopis
usudrq-m’ ——nmu-'u- wun' —widkhaE C-wi il —‘.li.h-

= minakl RT3 PRI STEN S pre ) I

-uu.nh-.-’ et iaha smallaanlt' —ssakla ks’ '—wuu.nu‘
S wa e =cwidbomrial s skl g

Z&php-fpmBTATEEESIRIFER
1. php configureRttHss

configure: error: XML configuration could not be found
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apt-get install libxml2 libxml2-dev (ubuntu™F)
yum -y install libxmI2 libxml|2-devel ( centosT)

1. Please reinstall the BZip2 distribution

wget http://www.bzip.org/1.0.5/bzip2-1.0.5.tar.gz
tar -zxvf bzip2-1.0.5.tar.gz

cd bzip2-1.0.5

make

make install

1. phpIBCE Y+ BE—17--with-mysqgl=/usr,

RERAYIHEIRT

configure: error: Cannot find MySQL header files under yes.
Note that the MySQL client library is not bundled anymore.

X

XEHRTREMYsqlitiRERREMyYsqlS M | B BIREIEEAER phpHAZEImysqlIsk 345 [#2RIE

=

SEETR.
fRIRE.

(1) BERNRFEE B LEMysql header
find / -name mysql.h

NERA. BEE--with-mysql=/ERIRAEERER.
nRgE. FET—L,

(2.)redhatzi=

rpm -ivh MySQL-devel-4.1.12-1.i386.rpm
(3.)ubuntuz3E

apt-get install libmysqlclientl5-dev

(4)&®=E—ZphpRYECEIEILAIN--with-mysql=/usrBia] !

4.No input file specified.

RIIEER B W2 - 165 -


http://www.kancloud.cn

Nginx XX E75 X1
location ~ \.php$ {
root htmil;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
include fastcgi_params;

}
1. a5 php configureBtEREE , RILAYcZEE(ubuntu™)

sudo apt-get install make bison flex gcc patch autoconf subversion locate
sudo apt-get install libxml2-dev libbz2-dev libpcre3-dev libssl-dev zliblg-dev libmcrypt-dev libmhash
-dev libmhash2 libcurl4-openssl-dev libpg-dev libpg5 libsyck0-dev

1. mcrypt.h not found. Please reinstall libmcrypt

apt-get install libmcrypt-dev
BE

cd /usr/local/src

wget http://softlayer.dl.sourceforge.net/sourceforge/mcrypt/libmcrypt-2.5.8.tar.gz
tar -zxvf libmcrypt-2.5.8.tar.gz

cd /usr/local/src/libmcrypt-2.5.8

.Jconfigure --prefix=/usr/local

make

make install

1. php-fpm 5.4.7 d{a)>%iA) EfF ?

php 5.4.7 THIphp-fom RE3#F php-fpm LIBTEBR /usr/local/php/sbin/php-fpm
(start|stop|reload)&Fm< , BEFERESEH :

mastern#iE LIBELTES

INT, TERM 37zl£21E QUIT 545 1E USR1 EFFFIFBESUS USR2 B FTEworkerAfZF EHE;
NECEFN LR

<l :

php-fpm XA :
kill -INT “cat /usr/local/php/var/run/php-fpm.pid’
php-fpm &3 :
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kill -USR2 “cat /usr/local/php/var/run/php-fpm.pid’

BEphp-fomiAEE]

ps aux | grep -c php-fpm

8. 21T FMfTphp | KA TS

-bash: /usr/bin/php: No such file or directory

vi /etc/profile

4 RERIEIN—TECE

export PATH=/usr/local/php/bin:$PATH

RFIRE

source /etc/profile

RIIEER B W2
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=N spr
BeEBIFISE
SoaeflF

Sore =+

FNREIAEA (4EERES-html S23F) - Two Virtual Hosts, Serving
Static Files

http {

: server {

: listen 80;

:server_ name www.domainl.com;
:access_log  logs/domainl.access.log main;
: location / {

:index index.html;

: root /var/www/domainl.com/htdocs;

2

2

: server {

: listen 80;

:server_ name  www.domain2.com;
:access_log  logs/domain2.access.log main;
: location / {

:index index.html;

: root /var/www/domain2.com/htdocs;

2

2

}

R FEVVEECE ((B14) - A Default Catchall Virtual Host
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http {

: server {

: listen 80 default;

. server_name _ %

:access_log  logs/default.access.log main;
: location / {

:index index.html;

: root /var/www/default/htdocs;
2

2

}

TEAS SRR F SRR [ FE# - Wildcard

Subdomains in a Parent Folder

XE— NI EE (BR S DNSEE MRS 2[R II— M @) REE DA, FEIEHRE  HELR
FCGIECEHIZG T . AIRIRRIBEEIRSS[AFEHIRSS | I ERBFCGIREER TR E , REE
INETRS43ERKindex.html,

XANME B AR AE— MR BRI — vhost.conf EEEX A4k , REEENANERE XA+ 1Eingn
THSE :

This is just a really easy way to keep adding new subdomains, or to add new domains
automatically when DNS records are pointed at the server. Note that I have included FCGI here as
well. If you want to just serve static files, strip out the FCGI config and change the default
document to index.html. Rather than creating a new vhost.conf file for every domain, just create
one of these:
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server {

: # Replace this port with the right one for your requirements

: # R RAIE KSR iR O

: listen 80; #could also be 1.2.3.4:80 tBeJLAE1.2.3.4:808972z

: # Multiple hostnames seperated by spaces. Replace these as well.

L # ZNENBILUBTER | SAXMER R ERRIRIIFRMSER.

: server_name star.yourdomain.com *.yourdomain.com www.*.yourdomain.com;
: #Alternately: _ *

#EETILUER - _* (BRRES AR E i)

: root /PATH/TO/WEBROOT/$host;

: error_page 404 http://yourdomain.com/errors/404.html;
: access_log logs/star.yourdomain.com.access.log;
: location / {

:root /PATH/TO/WEBROOT/$host/;

:index index.php;

'}

: # serve static files directly

: # BRESOFRSU (NBRE BRI R ERESIF)

: location ~* A +.(jpg|jpeg|gif|css|pngljs|icolhtml)$ {

: access_log off;

: expires 30d;

'}

: location ~ .php$ {

: # By all means use a different server for the fcgi processes if you need to
(#URFE |, (RILUARNENFCCIARRERNRMNRSGER

: fastcgi_pass 127.0.0.1:YOURFCGIPORTHERE;

: fastcgi_index index.php;

: fastcgi_param SCRIPT_FILENAME /PATH/TO/WEBROOT/$host/$fastcgi_script_name;
: fastcgi_param QUERY_STRING  $query_string;

: fastcgi_param REQUEST_METHOD $request_method;
: fastcgi_param CONTENT_TYPE  $content_type;

: fastcgi_param CONTENT_LENGTH $content_length;
: fastcgi_intercept_errors on;

'}

: location ~ /\.ht {

: deny all;

'}

'}

Soaefl 2

Soe =2

XE¥E NginxE75 /s B-—1Ml+.

#Inginx
 # ERIYAFMA

. user www wWww;
- 4 18, T MR A ] IR R
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IHAD | P A MLTERX
: worker_processes 2;

L # 38 pid FFRAGERIR
: pid /var/run/nginx.pid;

: # [ debug | info | notice | warn | error | crit ]
. # AILATE A ER(#A [ debug | info | notice | warn | error | crit] &%
: error_log /var/log/nginx.error_log info;

s events {

L # FOVFROIEREL

: connections 2000;

: # use [ kqueue | rtsig | epoll | /dev/poll | select | poll ];
. # B{ARSEE http://wiki.codemongers.com/Z{4#&8Y
: use kqueue;

-}

: http {
:include conf/mime.types;
: default_type application/octet-stream;

. log_format main  '$remote_addr - $remote_user [$time_local] '
: "$request” $status $bytes_sent

: "$http_referer” "$http_user_agent™ '

: ""$gzip_ratio"’;

: log_format download '$remote_addr - $remote_user [$time_local] '
: "$request” $status $bytes_sent

: "$http_referer” "$http_user_agent™ '

: ""$http_range" "$sent_http_content_range"’;

: client_header_timeout 3m;
: client_body_timeout 3m;
: send_timeout 3m;

: client_header_buffer_size 1k;
: large_client_header_buffers 4 4k;

: gzip on;

: gzip_min_length 1100;

: gzip_buffers 4 8k;

: gzip_types text/plain;

: output_buffers 1 32k;
: postpone_output 1460;

: sendfile on;

: tcp_nopush on;
:tcp_nodelay  on;

: send_lowat 12000;

: keepalive_timeout 75 20;

: #lingering_time  30;
: #lingering_timeout 10;
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: #reset_timedout_connection on;

: server {
: listen one.example.com;
: server_name one.example.com www.one.example.com;

:access_log /var/log/nginx.access_log main;

: location / {

. proxy_pass http://127.0.0.1/;

: proxy_redirect  off;

: proxy_set_header Host $host;

: proxy_set_header X-Real-IP $remote_addr;

: #proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

: client_max_body_size 10m;
: client_body_buffer_size 128k;

: client_body_temp_path  /var/nginx/client_body_temp;

: proxy_connect_timeout  90;

: proxy_send_timeout 90;
: proxy_read_timeout 90;
: proxy_send_lowat 12000;

: proxy_buffer_size 4k;

: proxy_buffers 4 32k;

: proxy_busy_buffers_size 64k;
: proxy_temp_file_write_size 64k;

: proxy_temp_path /var/nginx/proxy_temp;

: charset koi8-r;

'}
: error_page 404 /404.html;

: location /404.html {
: root /spool/www;

: charset on;
: source_charset koi8-r;
o}

: location /old_stuff/ {
: rewrite  A/old_stuff/(*)$ /new_stuff/$1 permanent;
'}

: location /download/ {

: valid_referers none blocked server_names *.example.com;

- if (€invalid refaren (
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: #rewrite A/ http://www.example.com/;
:return 403;

-}

: #rewrite_log on;

: # rewrite /download/*/mp3/*.any_ext to /download/*/mp3/*.mp3
: rewrite ~/(download/.*)/mp3/(.*)\..*$
: /$1/mp3/$2.mp3 break;

: root /spool/www;
: #autoindex on;
:access_log /var/log/nginx-download.access_log download;

-}

- location ~* A .+\.(jpgljpeg|gif)$ {

: root /spool/www;
: access_log off;
: expires  30d;

-}
-}
-}

=0

EIAEA

FEIAEA

N REHAEN (45575 -html S73) - Two Virtual Hosts, Serving
Static Files
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http {

: server {

: listen 80;

:server_ name www.domainl.com;
:access_log  logs/domainl.access.log main;
: location / {

:index index.html;

: root /var/www/domainl.com/htdocs;

2

2

: server {

: listen 80;

:server_ name www.domain2.com;
:access_log  logs/domain2.access.log main;
: location / {

:index index.html;

: root /var/www/domain2.com/htdocs;

2

2

}

R FEVVEECE ((B114) - A Default Catchall Virtual Host

http {

: server {

: listen 80 default;

:server_name _ %

:access_log  logs/default.access.log main;
: location / {

:index index.html;

: root /var/www/default/htdocs;
2

2

}

TEAS SRR F SRR [ FE# - Wildcard

Subdomains in a Parent Folder

XE—NRMIIFIEE (BR S DNSEE MRS 2[R II— M @) REE DA, FEIEHRE  HELR
FCGIECEHIZUG T . AIRIRRIBEEIRSS[AFEMHIRSS | I ERBFCGIREER TR E , REE
INETRS43ERKindex.html,

XANME RIS E R AE— MR BRI — vhost.conf EEEX Ak , REEENANEE XA 1Eingn
THSE :

This is just a really easy way to keep adding new subdomains, or to add new domains
automatically when DNS records are pointed at the server. Note that I have included FCGI here as
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well. If you want to just serve static files, strip out the FCGI config and change the default

document to index.html. Rather than creating a new vhost.conf file for every domain, just create
one of these:

server {

: # Replace this port with the right one for your requirements

: # IR RAYFE SRS i ]

: listen 80; #could also be 1.2.3.4:80 tBATLARZL.2.3.4: 808922,

: # Multiple hostnames seperated by spaces. Replace these as well.

L # ZNENBITLUBTER | SAXNMER R ERRIRIIFRMSER.

: server_name star.yourdomain.com *.yourdomain.com www.*.yourdomain.com;
: #Alternately: _ *

#EETILUER - _* (BRRES I AR E )

: root /PATH/TO/WEBROOT/$host;

: error_page 404 http://yourdomain.com/errors/404.html;
: access_log logs/star.yourdomain.com.access.log;
: location / {

:root /PATH/TO/WEBROOT/$host/;

:index index.php;

')

: # serve static files directly

| # BRESFERSSUY (WECE LERARERESH)

: location ~* A +.(jpg|jpeg|gif|css|pngljs|icolhtml)$ {

: access_log off;

: expires 30d;

'}

: location ~ .php$ {

: # By all means use a different server for the fcgi processes if you need to
#URFE |, (FILUARENFCCIARRERNRMNRSGER
: fastcgi_pass 127.0.0.1:YOURFCGIPORTHERE;

: fastcgi_index index.php;

: fastcgi_param SCRIPT_FILENAME /PATH/TO/WEBROOT/$host/$fastcgi_script_name;
: fastcgi_param QUERY_STRING  $query_string;

: fastcgi_param REQUEST_METHOD $request_method;
: fastcgi_param CONTENT_TYPE  $content_type;

: fastcgi_param CONTENT_LENGTH $content_length;
: fastcgi_intercept_errors on;

'}

: location ~ /\.ht {

: deny all;

'}

'}

REIIE

RIS E
NBERENREIIERRG , IBwww.domain.comIFEEIARA
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FERREO , BRLSISERIARREIE E, >

http {

: upstream myproject {

: server 127.0.0.1:8000 weight=3;
: server 127.0.0.1:8001;

: server 127.0.0.1:8002;

: server 127.0.0.1:8003;

-}

: server {

: listen 80;

: server_name www.domain.com;
: location / {

: proxy_pass http://myproject;

2

2

}

nginxfh & sk

nginxBhassE

location ~* \.(gif|jpg|png|swf|flv)$ {

root html

valid_referers none blocked *.nginxcn.com;

if ($invalid_referer) {

rewrite ~/ [www.nginx.cn](http://www.nginx.cn/)
#return 404,

}
}

BIEIRroot A LARENR(REserver({F B IR EAI LIAEEIRE

HW.LoadbalancerCheckErrors

HWLoadbalancerCheckErrors

Some Hardware Load-balancers such Cisco's CSS and BigIP Products test the readiness of the
backend Machines with SYN-ACK-RST.

This behavior causes a 400 error in nginx.
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With the GEO Module and the if-Statement you can omit these entries:

http {

geo $Ib {
default O;
10.1.1.1/32 1; # LBIPs

10.1.1.2/32 1,
}

# ...

server {

#

access_log /path/to/log;
error_page 400 /400;

location = /400 {

if ($Ib) {
access_log off;

}
return 400;

}
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